KubepnonunroH

Ha nnatdopme OpenStack

Kadeapa
UHdopmMmaLmMoOHHOMN
n KnbepHetTnyeckomn 6esonacHoOCTH



Cyber Range

on OpenStack platform

Department of
Information and Cyber Security
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Mpu cotpyaHuyectse ¢ EBponenckum Cotoszom ., ...
[ocypapcTBEHHbIM YHUBEPCUTET TE/IEKOMMYHUKALMU
NPUHAAN y4yacTue B Temnyc-npoeKre
Ne544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR.
«MoAaroToBKa sKCNEepTOB C/1IeAYIOLLEro NOKO/IEHUA No
KnbepbesonacHoctn: Hosaa npusHaHHaA EC marucrepckas
nporpamma» (ENGENSEC)
co34aH NporpammHoO-annapaTtHbi¥ KomnaeKkc « KnbepnoamroH».

¢

naBHbIN UCNONMHUTENDb
TexHonornyeckum nHcTUTyT baeknure (KapackpyHa, Lseuus).



In cooperation with the European Union,
State Telecommunications University
took part in the Tempus project
#544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR.
“Educating the Next Generation Experts in Cyber Security: the
New EU-recognized Master’s program” (ENGENSEC)
“Cyber Range” is a software and hardware complex.

Chief Executive Organization
Blekinge Institute of Technology (Karlskrona, Sweden).
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1. TexHonormun pa3paboTkn n TeCTUPOBAHUA NporpammHoro obecneyeHma cnctem MKB.

2. MeToapbl n cpeactsa obecnedyeHmna 6e3onacHOCTM ceTeBON MHPPACTPYKTYPbI.

3. TexHonornm obHapyKeHMA YyA3BUMOCTEN U NPOTUBOAENCTBUA 3/IOKAYECTBEHHOM
nporpammHomy obecneyeHuto.

4. TexHonornm obHapyXeHna ya3BMMOCTEN CETEBbIX PECYPCOB.

5. MeTtoabl 1 cpeactBa obecnevyeHma 6e3onacHOCTM 6ecnpoBOAHbIX U MOOUbHbBIX
ceTeun.

6. TexHonormm obHapyKeHuna yassmmocTten n obecneyeHmna 6€30nacHOCTH
Beb-pecypcos.



Training Programs

1. Security Software Development.

2. Advanced Networks and Cloud Security.
3. Malware.

4. Penetration Testing and Ethical Hacking.
5. Wireless and Mobile Security.
6. Web-security.
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Cpeaa BupTyanmsaymu

CTaHAapTHOe annapaTtHoe obecnevyeHume
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Interface Compute Network Storage

Virtualization environment

Standard hardware
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Rypc «MeTtoabl 1 cpeacTBa
obecnevyeHns 6e3onacHOCTU
ceTeBon MHPPACTPYKTYPbI»

Cokonos, B. HO. be3neka 6e3npoBoaoBux i mobinb-
HUX mepex : JTabopaTopHUit npaktukym / B. HO. Co-
kKonos, M. Tagxk-[inHi / pen. nepekn. O. N. Pantep. —
K.: YT, 2018. — 122 c.

MiHicTepcTBO OCBITH | HAYKH YKpaiHu
HepskaBHUIT YHIBEPCUTET TEIEKOMYHIKaLiil

Bonooumup Cokonos

BE3IMEKA BE3IIPOBOJOBUX
I MOBIJIBHMU X MEPEK

JlabopatopHuii MpakTUKYM




Wireless and Mobile
Security Course

Sokolov, V. Wireless and Mobile Security : Laboratory
Workshop /V. Sokolov, M. Taj Dini, V. Buryachok. —
K.:SUT, 2017. — 124 p.

Ministry of Education and Science of Ukraine
State University of Telecommunications

Volodymyr Sokolov

WIRELESS & MOBILE
SECURITY

Laboratory Workshop

SUT, Kyiv, Ukraine
BTH, Karlskrona, Sweden
2017




AnnapaTHoe obecnevyeHue

CepBepbl 3xDell PE R530

La

Paboumne ctaHUUNK 14xDell OptiPlex 3050 i5
Dell Precision Tower 3620 i7

MapLupyTmnsaTop Mikrotik CSS326-24G-2S5+RM



Hardware

Servers 3xDell PE R530

La

Working stations 14xDell OptiPlex 3050 i5
Dell Precision Tower 3620 i7

Switch Mikrotik CS$326-24G-25+RM
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Co6op undopmaumm (Information Gathering)

AHanu3s yazsumocten (Vulnerability Analysis)

ATtaku Ha 6ecnpoBogHble cetn (Wireless Attacks)
TecTnpoBaHue Bed-cepBucoB (\Web Applications)
JKcnnyaTtauMoHHble MHCTPYMeHTbI (Exploitation Tools)
CTtpecc-tectupoBaHue (Stress Testing)

UHCTpymMeHTbI ana cyaebHou akcneptusbl (Forensics Tools)
AHanusaTtopbl Tpadgpuka un nopgaernka sanpocos (Sniffing & Spoofing)
ATtaku Ha naponu (Password Attacks)

NMNopgaepxka poctyna (Maintaining Access)

OOpaTtHbIn MHXUHUPUHT (Reverse Engineering)
UHCTpyMeHTbI ansa otyeTHocTU (Reporting Tools)

Banom annapaTtHoro obecne4vyeHus (Hardware Hacking)



Classes of utilities
for laboratory and practical training

Information Gathering
Vulnerability Analysis
Wireless Attacks
Web Applications
Exploitation Tools
Stress Testing
Forensics Tools
Sniffing & Spoofing
Password Attacks
Maintaining Access
Reverse Engineering
Reporting Tools
Hardware Hacking




BHeapeHue B 06pa3oBaTeibHbIN NPOLECC B
MHHOBALUMOHHOMN TEXHONIOTMN «KNbepnoanroH»

Nno3BoOAAET NPOBOAUTb 0by4YeHne No cneunasibHOCTH
«Knbepbe3onacHOCTb» Ha YPOBHE MeXKAYHAPOAHbIX

eBPOMNENCKUX CTaHAAPTOB U NPUBUBATb CTYAEHTAM
NnpaKkTMYecKmne HaBblKM PaboTbl N0 KNbepHeTnYeCKou
3aLLMNTE NHPOPMALIMOHHbBIX CUCTEM B COOTBETCTBUM

C MUPOBbIMM TPebOBAHNAMM.



Introduction of innovative “Cyber Range” technology
in the educational process allows to conduct training on
the specialty “Cybersecurity” at the level of international
European standards and to inculcate students
with practical skills in cyber protection of information
systems in accordance with world standards.
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