CTBOpEHHS goaaTKiB Ans
nporpamMmoBaHNX Mepex



Obcar

Cisco DevNet loel ans
aoaaTkiB

Cisco API ta npuknagu goaatkis

Network Pecypcu Ta
programmability Technology stack NoCUNaHHs



Cisco becoming a
SW company




InNformation-Era Network

From Manual, Rigid, Device-Centricto >

Closed and Hardware-Centric

Manual Box-by-Box Management

Perimeter-Based Reactive Security

IT and Historical Analytics

Digital-Ready Network

Automated, Flexible, Networkwide

Open, Programmable, Software-Driven

Networkwide, Policy-Based Automation

ﬁ Proactive, Context-Based Security Everywhere

Business and Real-Time Analytics



NI
CISCO.

DEVNET

developer.cisco.com

Cisco DevNet - Le nporpama gns nporpamicTiB Ta iHXeHepiB, gka gornomMarae
po3pobHMKam Ta caxiBuam y ranysi IT, siki xoduyTb nucaTtn gogaTkm Ta po3BmBaTm
iHTerpauito 3 npogykramm, nnatgopmamm Ta iHTepdencamm Cisco.



What is Network Programmabillity?

Network Programmability

54%

cagr®

$937M

2014 2020

*compound annual growth rate



loel ona gonaTkis

Serverless architecture (function as a service, FaaS) on
Kubernetes cluster

MOHITOPUHI MPUCTPOIB B MEpPEXI

cepBiCc 3 BUKOPUCTAHHAM JoKauil Ta nepecyBaHHS NPUCTPOIB Ha
ocHoBi CMX

B3aemogisa 3 loT npuctposamn BukopucToByroumn Aironet
Developer Platform (ADP)

B3aemofis Ta kKoHdirypauia SD-WAN mepex

I0OS XE/XR programmability

|OS Programmability NETCONF-RESTCONF-YANG
iHTerpauis CRM/ERP cuctem BukopuctoBytoun APIC-EM/DNA-C



Moaeni Bzaemoail

- » Software as a service
PaaS  Platform as a service




Infrastructure Platform Software
as a Service as a Service as a Service

@)
=
s
=
()
>
7
()
n

Applications Applications Applications Applications

Data Data Data Data

Runtime Runtime Runtime Runtime

Middleware Middleware Middleware Middleware

0/S 0/S 0/S 0/s

Virtualization Virtualization Virtualization Virtualization

Servers Servers Servers Servers

Storage Storage Storage Storage

Networking Networking Networking Networking

You Manage Other Manages




Network Programmability

== Applications
programing language

— Y

Infrastructure




Technology stack

Go: docker, kubernetes, prometheus, grafana
Python: Ansible, Salt

C/C++

C#

PHP

JS (Angular, Node.js, Vue.js, React.js)
Java

Swift, Objective-C

HTML, CSS

&> comic.browserling.com

T

front end vs. Back end.



revision control
distributed | centralized

SUBVERSION

PERFORCE

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



PoboTa Haa npoeKkTom

¥ JIRA Software

Scrum: Teams in Space -

9 Taams in Space Backlgg Corfigure "

QUACK FILTERS:  Praducl  Racanlly updated  Only &y issiess  Sanser LI
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FROJECT SHORTCUTS O 4+ TS-37 Whan requasiing usar dalais tha sarice should ralum peiar g info ﬂ 1
S Suskiars Sl o
lediars Tisam HippCnant Alosam . 1t Tisa  Ater 100000 the Seas E7 ¢ s Local Mars Ok . i
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Prouct Development Board

Backlog
Re-Ul - Suggested Members

Feb 28
111 user profile partial performs
query on subscriptions table!
(N+1 query)
Code Cheese

New Account creation flow

41vote » (CIZEEE)
API

change a pulse's email

Upgrade Backbone.js

F

improve post

General Invite Dialog - show
pending invites

allow full email lists to be

Add a card...

Product
Email Attachemnts outlook mac

Newspaper - click on post

doesn't work on mobile

User a mail service for incoming
emails. Get rid of our custom
EC2 POP server

Embed.ly doesnt work with
script embeds (ex: gist)

Add a card...

PoboTa Haa npoeKkTom

Development

clicking sidebar pulse icons
should direct to the pulse page -
they don't

Email Cheese

general usage cheese

editor CHEESE

allow admins to delete pulses
without adding themselves as
owners first

Add a card...

Done

Private Pulses

Customer Cheese

API for Mobile

Premium Page

changing order of newspaper
sections don't stay after saving

left navigation icons don't have

a link on them

make global fancy box not add
scroll bar

o 1vote s

Service Health Indicator

Chase email - someone you
Add a card...




Interface

Northbound APIs (Web Ul, RESTful)

Southbound APIs (CLI, SNMP ...)




APl ecosystem

Application / Device

Custom Development Cisco APIs

Programmable Network

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cisco API - ue npocto

e opmat JSON
e NETCONF
e RESTIful

"type": "Cisco Catalyst 3560X-24P Switch",

“family"”: "Switches and Hubs",
"lastUpdateTime™: s
"upTime”: "102 days, 16:40:34.12",



Orngapn piweHb Ta nporpam
P porp CMX

MSE
(Virtual/Physical)

Access Points _Controller
(Virtual/Physical

Notification
- (if subscribed as listener) RESTAPI (poll or
4 subscribe for notification)
!o
3" Party Application

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Ornag piweHb Ta nporpam

550

500

450

400

350

300

250§

200

Forecast number of visitors

Fore

cast

Feb01 Feb06 Feb11 Feb16 Feb21 Feb26 Mar03 Mar08 Mar13

[1porHo3yBaHHs KinbKOCTI BiABiAYyBauiB
Ha 2-3 TWXHI Brnepeq



Demo Case: DNA-C




IT and network
system process adapters

Business and network intent APls

Application Policy
Assurance

ServiceNow

Infoblox

Tableau

ITSM
IPAM

Reporting

Third-party SDKs

Wireless Provisioning
Plug-n-Play
Topology

®
s
Sugydepy

pdapters

Software Image
Management (SWIM)

Network Inventory/
Discovery

Command Runner
Template Programmer
eNFV Provisioning

Cross-domain adapters

Map third-party network devices to data model

Level 1 operations support:
discovery, inventory, topology, availability, health score

Cisco DNA Center is the network management system, foundational controller,
and analytics platform at the heart of Cisco’s intent-based network

Networking ’ ﬁ(‘j‘;‘;

S i Cisco
ecurity Stealthwatch



Monitoring with DNA-C

® 8 D ciscoheatn * ' [} toginiDisngositeadmin X || Discovery - APIC - Enterprise X ' () (1) Wobex Teams. * 70-
€ C O locathost:8000/app/i/ * BYOxa

Network health admin’  Logout

TRY IT NOW

M MONITORING AND REPORT SYSTEM




Monitoring with DNA-

[ Cisco health % ' [) Login|Diangosite admin Discovery - APIC - Enterprise % () (1) Webex Teams. x Ovnt

© localhost:8000/app/# tickets * BYOnG:

Network health admin  Logout

Ticket log (Admin)

Average Mean time Service Level Agreement report

to repair (MTTR) to recover incedent Service/device availability Customer Satisfaction by day

0:00:14 0:01:35 21% 1%

Ticket i v Dato happened Type

12 Monday, July 2nd 2018, 9:53:15 wnread
w3 Monday, July 2nd 2018, 9:53:15 wnread

w6 Monday, July 2nd 2018, 9:53:15 e

15 Monday, July 2nd 2018, 9:53:15 wnreac

16 Monday, July 2nd 2018, 9:5315 wread

w7 Monday, July 2nd 2018, 9:53:15 wnread

"8 Monday, July 2nd 2018, 9:53:15 unreachable 10.10.20.191 New

w19 Monday. July 2nd 2018, 9:53:15 nroachable 10.10.2080 Oleksi Petronko (devops)
w20 Monday, July 2nd 2018, 9:53:15 unreachable 10.10.20.102 New

621 Monday, July 20d 2018, 9:53:15 wnreachable 10.10.20.240 New




Monitoring with DNA-

/D) Ciseo heatth x| D) LoginlDjsngositeadmin  x || Discovery

€ C O localnost:8000/app/¥ftickets

Ticket #640

Tree: taffc
St New

1P: 10.10.20.68

08
10.10.20.191)
Solver
Mariya Petrenko (Ops1)

Yevgen Kozak (Ops2)

SET

So“’i Olga Moroz (ops3)

Sergii Sumskiy (opsd)
Oleksi Petrenkg(devops)




[) Cisco health x ' [) Login| Django site sdmin  x Discovery - APIC - Enterprise X () (1) Webex Teams x Denit

4 > @ localhost:8000/app/#/tickets AEYOXG

Network health admin  Logoit

Ticket log (Admin)

Average Mean time Service Level Agreement report

to repair (MTTR) to recover incedent Service/device availability Customer Satisfaction by day

0:00:14 0:01:35 21% 19

Ticket id v d

512 Monday, July 2nd 2018, 9.53:15 unread

513 Monday, July 2nd 2018, 9:53:15 unreac

LR Monday, July 2nd 2018, 9:53:15 unreadt

515 Monday, July 2nd 2018, 9.53:15 unread

16 Monday, July 2nd 2018, 95315 unread

%17 Monday, July 2nd 2018, 9:53:15 unreac

#5618 Monday, July 2nd 2018, 9.53:15 unreachable 10.10.20.191 New
619 Monday, July 2nd 2018, 95315 unreachable 10.1020.80 Solved Oloksis Petrenko (devops)
%20 Monday, July 2nd 2018, 9.53:15 unreachable 10.10.20.102 New
w2 Monday, July 20d 2018, 9.53:15 unreachable 10.10.20.240 New




[ThaTtdopma o

wtltatfne
cisco

DEVNET

LAB MANAGEMENT

[ Version1.2.5

DNA Center

Hardware Lab 4

DNA Center Lab 4
DNA Center Release 1.2.5

RESERVE

(i) Contains a resource(s) that is currently
0,

unavailable

m Version 6.4.1

uy
gw

10S XR Programmability

10S XR Programmability

Test drive APIs at every layer of the 105-XR
network stack

RESERVE

nd 1ect

10S XE
on Catalyst 9000

10S XE on Catalyst 9000

Check out Guest Shell, RESTCONF,
NETCONF, YANG and more on 10S XE.

RESERVE

Meraki Always On

Explore this shared Meraki network to
sample what it has to offer!

ALWAYS-ON

BAHHA

™ Version16.8

I0S XE Programmability

with NETCONF/RESTCONF/YANG

10S XE Programmability NETCO...

Get hands on with the programmability
capabilities of 10S XE including YANG data

RESERVE

m Version 1.0

Multi-IOS Cisco Test

Network

Multi-I0S Cisco Test Network

Multi Cisco network node topology using
VIRL

BALEXEY

Back to ton

https://developer.cisco.com/site/networking/

DEVNET

HELP

TUTORIALS


https://developer.cisco.com/site/networking/

[TnaTtdpopma ona TectyBaHH4A

DNA-Center_B VLAN DevBox
10.10.20.85 Service <--Pp Application
DNA Center Server VLAN SJ RANGE1
C3850_B
10.10.20.80
Catalyst
2
R\S:
M
sntr, PELE N
o ¢, C9300-24UX-1 | o ¢, C9300-24UX-2
- - - -
- = Catalyst . - Catalyst
- Ed - 4
o..'o. 3 .0..... 2
o N v ",
pal SN/ N
S . .
y E b
aly sl slg
_0' '0‘ Wireless_LAN_Contr... _-' '0‘ Host-1 .0' '0. Host-2
- - - - - -
Wireless LAN Controller A Catalyst Host A Catalyst Host
T s ! . : . :
.. .i .. .i O. ..
Teant 1 L) 1 L.



Ornag piweHb Ta nporpam

ierh, Marketplace

https://marketplace.cisco.com/home

CISCO

https://developer.cisco.com/ecosystem/solutions/

Cisco Ecosystem Exchange

Make a wish

Who has
business intent

Share ygur code
-
D

Find more intent

Community
developer

Flnd solution

DEVNET

The intent match makers

https://developer.cisco.com/codeintent/



https://marketplace.cisco.com/home
https://developer.cisco.com/ecosystem/solutions/
https://developer.cisco.com/codeintent/

MoxxnusocTi Cisco DevNet

API

SDK &
integrations

KoM’IoHiITI

RESTful APl 3 gokymeHTaUieo Ta MOXIUBICTIO
TeCTyBaHHS

Software Development Kit's ans pisHux piweHb
Cisco.

Benukun Bnbip iHTerpauii 3 pis3HMMn npoayKramm
Ta cepsicamu (Trello, SalesForce, Jira, GitHub,
Zendesk, Twitter Ta iH.)

Mopayni 4ns HaB4YaHHA 3a Pi3HUMU HanNpPsMKamu
Ha https://learninglabs.cisco.com/

MigTpmumka Cisco KOM'tOHITI -
https://community.cisco.com/t5/technology-and-
support/ct-p/technology-support

MpocToTa

[oToBI pileHHA

MigTpnMmka Big cNiNbHOTH


https://learninglabs.cisco.com/
https://community.cisco.com/t5/technology-and-support/ct-p/technology-support

https://creations.devnetcloud.com/

e https://github.com/cisco

https://github.com/CiscoDevNet

Code Exchange
https://developer.cisco.com/codeexchange/

ANA TeCTyBaHHA Koay | popaTkKiB
https://developer.cisco.com/site/sandbox/

‘ Be3kowToBHi Sandbox Ta HW lab

NetDevOps site
https://developer.cisco.com/netdevo

S



https://creations.devnetcloud.com/
https://github.com/cisco
https://github.com/CiscoDevNet
https://developer.cisco.com/codeexchange/
https://developer.cisco.com/site/sandbox/
https://developer.cisco.com/netdevops/

Activate Webex for Startups Program

The Cisco Webex Innovation Program provides startups up to $10,000 in Webex hardware
and Webex Meetings and Teams software for up to two years, which includes licenses, toll
free dial-in and recording packages.

https://www.webexinnovations.com/startups/



https://www.webexinnovations.com/startups/

E-mail & Cisco Webex Teams

balexey@cisco.com

[MpeseHTauia Ta cninkysaHHs Webex Teams:
https://eurl.io/#BJo_NBv6X


https://eurl.io/#BJo_NBv6X
https://eurl.io/#BJo_NBv6X

