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The article discusses the impact of coronavirus on cybersecurity, it should be
noted that organizations and people have reduced travel and personal meetings and
moved businesses to the digital realm. Workers and students are at home using
video conferencing services, collaboration platforms and other digital tools for
business and training. Work at home has opened up several vectors for
cyberattacks. Cybersecurity teams will need to protect systems from home and
respond to cyber incidents.

The authors cite vulnerabilities and ways of penetrating system
weaknesses:

1. In social engineering, attackers attempt to obtain information, money or
access to secure systems by deceiving legitimate users;

2. Cyber attacks use low-security websites to deliver malware. Some malware
launches attacks by attackers that block the user system until they pay the attacker
a certain amount of money;

3. Many attempts are made to attack people's trust, a way to retrieve important
bank card information that does not need to be disclosed.

The authors' opinion is the following, the outbreak of COVID-19 is
progressing and changing the functioning of our socio-economic systems, attackers
will continue their efforts to exploit our fears and our digital vulnerabilities. To
stay alert and effective, will need new approaches.

According to the authors of the article, in order not to fall prey to
cyberattacks, you must first:

¢ Use antivirus protection on your PC and smartphone;

e Use complex passwords and don't be lazy and make them different for
different resources;

e Set up two-factor authorization;

e Remember to back up important information;

e Use legal software, always install security updates and patches.

Ykp.
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Jxum Bbem - naptHep B odici McKinsey B Bammnrroni, okpyr Komymo6is;
Jixeiimc Kanan - € 3aCHOBHMKOM 1 TeHEpaJbHUM JUPEKTOpoM Praetorian.
McKinsey 1 Praetorian ykjaau CTpaTeriuHUM alibsiHC, 1100 JIOMMOMOITH KJIIEHTaM
BUPIIINATH CKJIaJH1 TpoOaeMu KibepOe3eKu.

VY crarti 00roBOPIOETHCS BIUIMB KOPOHABIPYCY Ha KiOepOe3mneky HeoOX1JTHO
3a3HAYMUTH, 10 OpraHizamii 1 JIIOAM CKOPOTWJIM TOI3AKH 1 OCOOMCTI 3ycTpiui 1
nepeMicTuin Oi3Hec mianpueMcTBa B udpoBy chepy. Pobodi 1 cTyaeHTH cUasTh
BJIOMa, BUKOPHUCTOBYIOUH TOCTYTH BiICOKOH(EPEHIIiH, mIaThopMu sl CIIUTEHOT
poOoTu Ta iHIII MU(POBI IHCTPYMEHTH Ui BeACHHS Oi3Hecy Ta HaBuaHHsA. Pobora
Ha JIOMy BIJKpWJa KUIbKa BEKTOPIB JUIsl MOXJIMBOCTI KiOeparak. Komanmu 3
KiOepOe3neKkn MOBUMHHI OyAyTh 3axHUIIATH CUCTEMHU «3 JIOMYy» 1 pearyBatu Ha
KiOEepIHLIUEHTH.

ABTOpPHM HABOJASATH BPA3JIMBOCTI Ta CIIOCOOM NMPOHUKHEHHS B ¢Jall Micus
CHCTEMU:

1. BukopucToBytoun  METOAM  COLIANBHOI  I1H)KEHepii  3JI0OBMUCHUKHU
HaMararThCs OTpUMaTH 1HGOpPMaIlilo, TpoII ado JOCTYI JI0 3aXHUIIEHUX CHUCTEM
HUIIXOM OOMaHy 3aKOHHUX KOPHCTYBayiB;

2. Kibeparaku BHUKOPHCTOBYIOTH BeO-CaTH 31 CIaOKOK O€3MeKo It
JIOCTaBKM IIKIIJTUBUX TporpaMm. Jleski MIKiJINBI MpOrpamMu 3alyCKarTh aTaKH
3JI0BMHUCHHKIB, SIKI OJIOKYIOTh CHCTEMY KOpHCTyBada 1O THX Mip, MOKH BOHU HE
3aIyIaTsITh 3JI0BMUCHUKOBI TIEBHY CyMYy I'POIIIEH;

3. BaraTo 3arpo3 peanizyeTbCsi Yepes3 3J0BKUBAHHS JIOBIPOIO JIFOACH, IUISIXOM
BUMAHIOBaHHSI BAXKJIMBOI 1H(QOpMalii npo OaHKIBChbKI KapTKH, L0 HE MOTPIOHO
PO3TOJIONIYBAaTH.

Hymka aBTtopiB HactynHa, cnamax COVID-19 mnporpecye 1 3MiHIOE
(YHKIIOHYBaHHS HAIIMX COLIAJIbHO-EKOHOMIYHUX CHUCTEM, 3JIOBMUCHUKU OYIyTh
NPOJOBXKYBAaTH CBOi 3YCHJUISI IO BUKOPUCTAaHHIO HAIIMX CTPaxiB 1 HaIIUX
mudpoBux BpaziauBocTen. [l[o6 3amumarucs mDWIBHUMU 1 €(EKTUBHHUMH,
3HA00JISATHECST HOBI HIIXOIH.

3a cjioBamMu aBTOPIB, 110 HABOAUTH CTATTHA, 1100 He CTATH KEPTBOIO
ki0epaTak, BM NOBMHHI nepuI 3a Bce:

¢ BukopucrtoByBatu anTuBipycHuii 3axuct Ha [1K 1 cmaptdomni;

* BuxopucToByiiTe CKJIaIHI TApOIIi 1 HE JIIHYHTeCs Ta poOITh X PI3HUMU AT
PI3HUX pecypciB;

¢ HanamtyBaTu AByX(akTOpHY aBTOpHU3AILiIO;

* He 3a0yBaiiTe nmpo pe3epBHE KOMIOBaHHS BaXJIMBOI 1H(MOpMAIIii;

* BUKOpPUCTOBYMWTE JierajibHE MporpamMHe 3a0e3MeueHHs, 3aBXK 1
BCTaHOBIIIOMTE OHOBJICHHS Ta BUMPABJICHHS O€3IEKH.
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