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The authors describe the influence of coronavirus outbreak on digital
behavior.

This part of article outline an importance of using communications for
international medical trade, help and worldwide coronavirus statistics.

There is information about the ways China used digital resources to find
potentially infected citizens, more precisely creating publicly available data
base of infected people and using special ID's so everyone can check if they
had a recent contact with a person considered infected. In case that happened
citizens can take a coronavirus test and receive medical care before sickness
reaches its peak.

Authors outline possibilities of data alteration and Integrity based attacks
as a result of coronavirus breach, also authors are focused on social engineering
attacks based on anxiety and despair of people caused by possibility of being
infected. Fear of coronavirus gives criminals a variety of methods for making
their unhealthy gain. People are anxious to learn how to avoid infection so any
message about coronavirus receives easy attention opening new possibilities for
scam and internet fraudsters, fake coronavirus websites and malware attacks.

The article provides recommendations for maintaining online safety which
include: checking for identity of entities while making online payments,
checking for spelling mistakes while accessing websites, paying attention to
anything trying to impact your sense of urgency especially referring to
coronavirus, being alert about suspicious phone numbers and links, untraceable
physical addresses and many other details.

In conclusion authors outline that the panic and anxiety associated with
the coronavirus have increased online vulnerabilities and ignited a wave of
cyberattacks using social engineering as a tool, whereby cybercriminals are
taking advantage of human fear and apprehension to steal confidential
information.
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ABTOpH OINKCYIOTH BIUIMB KOPOHA BIpyCy Ha HU(POBI 3MiHH.

Hanaerbcs iHopmanis npo crnocodbu, Bukopuctani Kurtaem s
nonepe/DKEHHsT  1HQIKyBaHHS TpoOMajsH, a 30KpeMa CTBOPEHHS €IWHOI
ny0OJ1iyHOi 0a3u JaHuX 1H(PIKOBAaHUX HAa KOPOHABIpPYC. 3aBISKU BUKOPUCTAHHIO
YHIKQIBHUX 1ICHTU(IKATOPIB KOXKEH TPOMAISIHUH MOXKE NEPEBIPUTH YU HE
KOHTaKTyBaB BiH 3 1H()IKOBaHMM yHOPOJOBX OCTAaHHBOTO 4Yacy, IO Ja€
MOXJIMBICTh TPOUTH TMEPEBIPKY Ha KOPOHABIPYC Ta OTPUMATH HEOOXiTHY
MEAMYHY JOTIOMOTY 1€ JI0 TOTO, SIK TOYHYTh MPOSBIISATUCS CUMITOMHU.

ABTOpH TIAKPECTIOIOTh MOJKJIMBICT, aTaK Ha IUNCHICTh JaHUX SK
pe3ynbTaT crajgaxy KOpPOHaBipycCy, TaKOXX aBTOPU 3BEPTAIOTh yBary Ha aTakH,
10 BUKOPUCTOBYIOTh COLIAJIbHY 1HXKEHEPIIO 1 HAIpaBJi€Hl HAa BHUKOPUCTAHHS
CTypOOBaHOCTI Ta BiJYar0, [0 BUKJIMKAHI MOXJIMBICTIO 1H(]iKyBaHHA. CTpax
nepesl KOPOHABIPYCOM Ja€ 3JIOYMHISIM BEJUKY KIJIBKICTh METOMIB s
OTPUMAaHHSI HEMPaBOMIPHOI BUroau. JII0JIM CTPUBOXKEHI 1 XOUYTh JII3HATHUCS SIK
YHUKHYTH 1H(EKIi, TOMy Oy/Ib-siK€ IMOBIJIOMJIEHHS Yy SKOMY WIEThCA PO
KOPOHAaBIpyC OTpUMYy€ OaraTo yBaru TUM CaMHUM BIJIKpUBAIOYM MO>KJIUBOCTI
s adepuCTIB 1 Mmaxpais, ¢GaablIuBUX BeO-CalTIB MPO KOPOHABIPYC Ta aTak
HIKIJJTUBUM TTPOTPAMHUM 3a0€311eYEHHSIM.

VY crarTi npuBeaeHI peKoMeHaIlli moa0 MiATPUMaHHS CBOEl Oe3NeKH B
IHTEpPHETI, BOHU BKJIIOYAIOTH: IMEPEBIPKY CIPABXKHOCTI  CyO’€KTIB Tepen
3MIMCHEHHSIM 1HTEPHET IUIATE)XIB, TEpPeBIipKa Ha HASIBHICTh TPaMAaTHYHUX
NOMMJIOK TiJ Yac BIJIKPUTTS CalTIB, YBaXHICTh O BCHOIO, IO HAMarae€TbCs
BUKJIMKATH BIAYYTTS HEBIAKJIAIHOCTI, OCOOJIMBO IO BIIHOUIEHHIO /10 KOpPOHA
BIpyCY, HEOOXIAHICTh OyTHM YBOXKHHMM JO MIJO3pPUIMX HOMEpPIB, IOCHUJIAHb,
(b13MYHUX aapec K1 He BAAETHCS BIJACIIIKYBATH Ta 0araTo 1HIIUX JeTajen.

S BUCHOBOK aBTOpPH IMIJKPECIIOIOTh, IO I[aHIKa Ta TPUBOXKHICTh
BUKJIIMKaHI KOPOHABIpyCOM IMOCHIIIOIOTh OHJIAWH BPAa3JMBOCTI Ta MPOBOKYIOTH
XBUJIIO KiOepaTak 3 BUKOPHUCTAHHSIM COIIAbHOI 1HXKEHEPIl SK 1HCTPYMEHTY,
3aBISIKU SIKOMY KiO€p3JIOUHMHIII OTPUMYIOTh MepeBary Ha JII0JICbKOMY CTpaxy Ta
KOPHUCTYIOTHCS HEIO JUIsl BUKPAJCHHS KOH(D1IeHIIIMHOIT 1HpopMaIii.
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