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The article by Robert R. Ackerman Jr. discusses the three main targets that
hackers attacking during the coronavirus crisis. There is information about
criminal, political, and strategic factors. These factors are combining to create a
perfect storm for cyber infection.

The author supposes that in political exploitation there will be attempted
compromises on critical infrastructure, such as power plants and petrochemical
facilities, as well as active disinformation campaigns to sow confusion and
undermine confidence in political leadership. Also he says that the DDoS attack on
Health and Human Services is just the start.

According to the author, in criminal exploitation coronavirus-themed domain
registrations are 50% more likely to be from malicious actors. The author considers
that well-honed phishing attacks targeting hospitals and critical healthcare
providers.

In strategic exploitation, the author shows that the most sophisticated
attackers will take advantage of preoccupied organizations that have their guard
down. They will plant malware inside a targeted company's infrastructure for later
exploitation. In addition, the author illustrates that 40% of security breaches are
now indirect, as threat actors increasingly target the weak links in the supply chain
or business ecosystem.

Robert R. Ackerman Jr. concludes that every crisis and attending threat
translates into a learning opportunity. These opportunities are lessons from which
we can adapt new strategies and supporting technologies to evolve our digital
economy and technology infrastructure to be better prepared the next time we face
challenges.
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VY crarti PobGepra P. AkepmaHa-MOJI0AIOr0 OMUCYIOTHCS TPU OCHOBHI LILII,
AKl KIOEp3JOUMHIIl aTaKyloTh IMIJl Yac KpHU3H, fAKa TOB’s3aHa 3 MaHAEMIEI0
KopoHaBipycy. HaBegena B ctarTi 1HGOpMAals PpO3KPUBAE KPUMIHAIBHUM,
NOJIITUYHUN Ta cTpaTeriyHuii (akTopu, SKI MOEAHYIOTbCS Uil CTBOPEHHS
17I€aTbHOTO «IITOPMY» JIJIS KiOep3apakeHHsI.

ABTOp TpUITyCKae, 110 B MOJITUYHIM €KcIuTyaTallii OyayTh 3po0sieHi cripoou
KOMITPOMETAIlli KPUTHYHOI 1HQPACTPYKTYpH, TaKoi $K EIeKTPOCTAHIl Ta
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Ha(TOXIMIYHI CIOPYOW, a TaKOXX AaKTUBHI JAe3lH(popMauiiiHI KaMIlaHii, 100
MOCISITH TUTyTaHUHY Ta M1AIPBaTH AOBIPY 0 MOJITUYHOIO KEPIBHULTBA. TaKoXK BiH
kaxe, mo DDoS artaka Ha 0XOpoHY 370pOB'S Ta JIIOACHKI MOCIYTH — 1€ JIUIIE
MOYaTOK.

3a cioBaMHM aBTOpa, y KPUMIHAJBHIA EKCIUTyaTalli peecTparlii JOMEHIB,
NOB’si3aHUX 3 KopoHaBipycoMm, Ha 50% wuyactime OyBarOTh BiJ 3JOBMHUCHUKIB.
ABTOp BBaxkae, 10 J00Ope BiATOuYeHI (HIMIMHTOBI aTaKu HAIlUICHI Ha JIIKapHI Ta
KPUTUYHO BOKIIMBUX MEAMYHUX MTOCTAYAIHHUKIB.

VY crpareriuniii ekcrutyaTtaili aBTOp IOKa3ye, IO HaWOLIbII BUTOHYEHI
HamaJHUKU OyayTh aTaKyBaTH OpTaHi3alliid, sKi HE MalOTh CBOi OXOpoHH. Bonm
OynyTh MPOBAKyBaTH IIKiJUIMBE TPOTpaMHE 3a0e3MedYeHHs] BCEPEArHI IIIThOBOT
1HGPACTPYKTYpH KOMIIaHii JUis MOAaibInoi ekcruryatarii. Kpim Toro, aBTop
umoctpye, 1o 40% mnopymieHb Oe€3leKu 3apa3 € HENpSIMUMHU, OCKUIbKHU
3JIOBMUCHUKHM BCE YaCTIIIE HAIUIIOIOTHCS Ha CIa0KI1 JIAHKHU JIAHIIOTa MOCTaYaHHS
a00 013HEC-€KOCUCTEMH.

PoGepr P. AxepmaH-monoamuid poOUTh BHUCHOBOK, IIO KOXKHA KpH3a Ta
MOB’s13aHa 3 HEIO 3arpo3a — MOXJIMBICTh HaBUaHHs. LI MOXIJIMBOCTI € ypokamu, 3
SKUX MH MOXKEMO aJlaliTyBaTH HOBI CTparerii Ta MiATPUMYIOUYl TEXHOJOTII IS
PO3BUTKY HaIloi IU(PPOBOI €KOHOMIKH Ta TEXHOJOTIYHOI 1HPPACTPYKTYpH s
TOro, moO OyTH Kpaiie MiArOTOBJIEHUMH, KOJW MH 3HOBY 3ITKHEMOCS 3
mpoOaemMamu.

Asemop anomayiii: Poocko Braoucnas, epyna YB/[-41



