MIHICTEPCTBO OCBITH I HAYKH YKPATHH
JNEPKABHUH YHIBEPCUTET TEJEKOMYHIKAILIIN

OCBITHBO-HAYKOBA IIPOI'PAMA

KIBEPBE3IIEKA

TPETHOro (OCBITHbO-HAYKOBOI'0) PIBHSI BHIOI OCBITH
(oHoOBJIEHA)

CroeumiaabHicth 125 KiGep6esneka Ta 3axucr indopmaii

I'any3b 3HaHb 12 Indopmauiiini TexHoJ10Tii

Kgagidikanisi: lokrop dinocodii kibepdesnexn

Kuis-2023



JIUCT NOT O/UKEHHSI
OCBITHbOI TPOI'PAMM

MIJIrOTOBKHU 3/1I0BYBAUYIB BUILLLIOI OCBITH

creuiajibHICTD 125 KibGepOe3neka ta 3axuct iHdpopmanii

rajgy3b 3HAHb 12 Indopmauiiini TexHosorii

piBeHb BHLIOT OCBITH TpeTii (OCBITHLO-HAYKOBHIA)

KBaJlidikais J0oKTOp (histocodhii kibepdesneku
1. IlpopexTop 3 HaBUAILHO-BUXOBHOI poboTH /I Ipuna 3AMPI
2. Tlpopekrop 3 HaBYaILHO-BUXOBHOI Ta i

HayKOBOI po0OTH vl lip6os BEPKMAH
3. Jlupexrop HaBuajibHO-METOAMYHOIO LEHTPY /_a—/ ~ Baaum BJIACEHKO
[ S

4. Buena paja HaByaiibHO-HayKOBOTro 1HCTUTYTY 3axucTy iHpopMarii
[Tporoxosn Ne 7 Bij 30 Gepesnst 2023 poky o
["'onosa Buenoi Pagu HHI3I C /_ " Biranit CABYUEHKO
5. Kagenpa Inpopmauiiinoi ta kibepaeruunol/oesnexu

[Iporokon No &/1 Big 15 Gepesnst 2023 p.

3asijyBay kadenpu lnpopmaiiiinoi ra
K10epHeTH4HOI Oe3IeKu

[amuna CAWJIYP

Penensii Bix 30BHIIHIX cTelikxonaepiB ((pipM-napTHepiB):

1
2
3

. ToBapucTBO 3 00MENKEHOIO BIANOBIAAIBHICTIO «Jlyu».
. ToBapucTBO 3 00MeE)KEHOIO BIANOBIAANBHICTIO «CMapTe».
. TosapucTBo 3 oOMesxkenoro BianosiganehicTio «CITOH I'PYI».



NEPEJIMOBA

Po3pobiieno poGouoio rpynoio y cknai:

[apanT ocBiTHLOT Nporpamu —

Caguenxo Biraniii AnarouiiioBuu — noktop TexHiuHmMx HayK, npodecop,
JpekTop HaByanbHo-nayKoBoro iHCTHTYTY 3axHCTy indopmarii,

Yaenu podouoi rpynu:

Pavinyp I'annna Isanisua — noktop Texniunmx nayk, npogecop, 3asigysau
kadeapu Inpopmariiinol Ta kibepreruunol Gesmnexw.

KysneuoB Ouexcanap OuiekcanapoBuy — JIOKTOp TexXHi4HMX Hayk,
pogecop, npodecop kapeapn [Hpopmaniiinoi Ta kKibepHeTHUHOT Ge3neKy.

Axpamosn4d  Bosoaumup MukonaiioBua — JOKTOp TexHiuHMX HAYK,
npodecop, npodecop kadeapu Cucrem indopmariitnoro Ta KibepHeTHUHOrO
3aXHCTY.

Mapuenro Bitaaiii Bikroposuyu — jiokrop ¢inocodii, crapunii Bukianau
kadenpu Indopmauiiinoi ta kiGepuernunoi Gesmnex.

3anopoxuenko Muxaiiio Muxaiiosuy — acniipant kadeapu Ynpasiinms
iH(popMaLiiHOIO Ta KiIOepHEeTHIHOIO Ge3neKoro.

Hemece €Bren Anartodaiiiopny — I'enepanbhnii gupekrop TOB «lyu».



BIZOMOCTI PO NEPEIJISAJL OCBITHBOI MPOIPAMHM

OcBITHBO-HayKOBa Nporpama rneperisHyTa Ta OHOBJIEHA Y BIAIOBIHOCTI J10:
- 3akoHy Ykpainu Bin 16.12.2020 Ne 1089-1X «IIpo €JIEKTPOHHI KOMYHIKaLliT»;

-nocraHoBu Kabinery Minictpis Ykpainu sig 16.12.2022 Ne 1392 «I1po
BHECEHHsI 3MIH [0 nepeniky raiysedl 3HaHb i crieuiajgbHOCTel, 3a SKMMMU
3MIHCHIOETLCS MIATOTOBKA 3100yBaUiB BUILOT OCBITHY;

- PEKOMeH1alliil akpeAnTaliiHuX Komiciii Yuisepeurery,
- [IPONO3ULIH poOOTOaBILIB;

- nobax<anp 3)100yBayiB BUIOT OCBITH.



[. Hpodisn ocBiTHLO-HAYKOBOT Nporpamu

1 — 3araabha indopmauis

IToBHa Ha3zBa BHIIOIO
HABYAJILHOI'O 3aKJIaay Ta
CTPYKTYPHOTO MiAPO3aiy

JleprkaBHMii yHIBEpCHTET TeJIeKOMYHIKallii,
Has4anbHo-HayKkoBUiA IHCTUTYT 3axucTy iH(popMarLlii

Cryninb BUIIOT OCBITH Ta
Ha3Ba KBajidikauii MoBO10O
OpHTriHay

Odiuiiina nassa ocBiTHBO-
HAYKOBOI IporpamMmu

Jloktop ¢inocodit
OcsiTHs kBanidikauis — Jlokrop ¢inocodii
KibepOe3neku

OcsiTHbO-HayKoBa rporpama «Kidepoesneka»

Tun aunuiomy Ta odesir
OCBITHLO-HAYKOBOT
nporpamMu

Huriom pokropa ¢inocodii, onMHUUHMM

O0car ocgitHbol porpamu - 60 kpeautis EKTC;
TepMIH HaBuaHHsl | pik JeHHol ¢popMu HaBYaHHS Ta |
pIK 3a04HOI (POPMU HABYAHHSI

HasipuicTb akpeaurauii

YMOBHa akpe/iuTallis

Huka/pisenn

HPK YKpa}'Hu -8 piBCI'lb/--Ll(SK’l'()p (pr1ocodit,
QF-EHEA — tpetiii umkn,
EQF-LLL — 8 piBeHb

[lepenymoBu

HasBHICTb  OCBITHBOIO  CTyIeHsi  «wMmarictp»  ado
OCBITHBO-KBaMI(iKALIHHOro piBHS «crewiamicr»  3a
crnieuianpHicTio 125 KiGepGesneka Ta  3axucT
inpopmauii  (fo3Bossietbest BeTyn Ha OHIT 3 iHmmx
rajy3ed 3HaHb 32 YMOBH CKJIAJaHHs JIOJIATKOBOTO
ICIIUTY 3@  CreHiaJibHICTIO 32 CleuialibHICTIO
125 Kibepbesneka ta 3axuct iHhopmarnii

Mogsa(1) BUKJAZAHHS

YKpaiHCbKa, aHrjaiicbKa

Tepmin aii 0CBITHBLO-
HAYKOBOI IporpamMu

[Iporpama Bripoamxkena sriepiie 3 01.09.2016 poky i
JU€ 10 3aTBEPUKEHHSI 1IePKABHOTO CTAHIAPTY

Inrepuer - agpeca
MOCTIIHOrO po3Mile HHS
OIHCY OCBITHLO-HAYKOBOI
nporpamu

http://www.dut.edu.ua/ua/1822-osvitno-profesiyni-
programi-kafedra-informaciynoi-ta-kibernetichnoi-
bezpeki




2 — Meta oCBITHBO-HAYKOBOT IpOrpamMu

3100y TTsI TEOPETHUHMX 3HAHb, YMiHb, HABUUOK Ta IHIIMX KOMIETEHTHOCTEN 13 3aXUCTY
iH(opmaiii Ta opraxisauii indopmauiiinoi Gesnekn Ha 00’€kTax IH(popMaLiHHOT |
JUSUIBHOCTI, JIOCTATHIX JUlsi TMPOJyKYBAHHS HOBHX ijIeH, PO3B’A3aHH  KOMILJIEKCHHMX
npobjieM y ranysi npodeciiinol  Ta/abo  IOCAHULBKO-IHHOBALIIHOT  AisTBHOCTI,
OBOJIOJIIHHSL METOJI0JIONIEI0 HAYKOBOT Ta I1earoriuHoi AISUILHOCTI, @ TAKOXK TMPOBEJIEHHS
BJIACHOIro HaAyKOBOI'O L[OCI]LEL?KCHHH, pe3yJibTatn SAKOro MaroTh HaYKOBY HOBHU3HY,
TCOPETHYHE Ta MPAKTHYHE 3HAYEHHSI.

3 — XapakTepHcTHKA 0CBITHLO-HAYKOBOT NpOrpamu

Lanyso zuane: 12 Indopmauiiini texnonorii
Cneyianonicmo: 125 KibepOesneka Ta 3axuct indopmarii
06 ekmu npogheciiinoi disnbrocmi:

— 00’extn  indopmarusauii, BKIOYAIOYM KOMITIOTEPHI,
iHpopMauiiiHi, iHdopmaliiHo-aHa THYHI CHCTEMM,
MepeiKl eNeKTPOHHUX KOMYHIKaliit, iHdgopmaliiini pecypen
I TEXHOJIOTIT;

— TeXHOJIor1T 3abe3neyvenHs O6e3neku iHdopMmauii;

— npouecw  ynpasiinHs  iHdopmaniiinoo  Ta/abo
KiGepOesiiexoto 00 €KTiB, WO NIAIraloTh 3aXHCTY.

Lini  nasyanus:  MiArOTOBKA  HAYKOBLIB,  31aTHUX
pO3B’s3yBaTH KOMIUIEKCHI 1Ipo0JIeMH B rajty3i npogeciiHoi
Ta/abo  AOCHIHUIBKO-IHHOBALIHHOT  JisJbHOCTI, 110
nepejdoavae  rnuOOKe  [1€PeOCMHUCIICHHS HasBHMX T4
CTBOPECHHS HOBHUX LIJICHUX 3HaHb Ta/abo mnpodeciiiHol

IIpeamerna oGJ1acTb, MPaKTHKK 3 UTaHb iHQopMaLiiHoT 1a/abo KidepOesneku.
HanpsiM (rajiysb 3HaHb, | Teopemuynuil 3micm npeoyvemnoi ooaacmi. SHAHHS:
CrneniajibHiCTh) — 3aKOHOJaB40l, HOPMATUBHO-NPAaBOBOi 0a3zu YkpaiHu Ta

BHUMOTI' BIJUTOBIAHMX MIKHAPOJHHUX CTAHIAPTIB | MPaKTHK
111010 31MCHeHHS npoeciinoT JTis1bHOCTI;

—  [PUHUMIIB  CYNPOBOJlYy CHCTEM Ta  KOMIUIEKCIB
iHpopmauiiinoi Ta/abo kidepoesnexu;

— Teopil, MoJlesiell Ta NPUHLKIIB YIPABIIHHS JOCTYIIOM JI0
iH(opmaliitHUX pecypcis;

— Teopil cucTeM yrpaBliHHs iH(opMaliiiHol Ta/abo
Ki0epbhesnexoio;

— MeTOJAIB Ta 3aco0iB  BHSIBJCHHS, YNpaBliHHA Ta
LAeHTU(]IKAUIT pU3HKIB;

— MeToAIB Ta 3aco0iB OLIHIOBaHHS Ta 3abe3nedyeHHs
HEeOOXIIHOrO piBHS 3aXMIUIEHOCTI iH(pOpMAlliT;

— METOAIB Ta 3aco0iB TEXHIYHOro Ta KpunrorpadiyHoro
3aXUCTY IH(pOpMaLT;

—  CY4YacHOro  mporpamMHo-anapaTHoro  3a0e3rneyeHHs




IH(POPMALLFTHO-KOMYHIKaIl THUX TEXHOJIOT . |
Memoou, memoouxu ma mexnonozii: 3aranbHOHAYKOB
METO/IM TII3HAHHS Ta JOCHIHUILKOT AiSIBHOCTI; MeTO1H
MaTeMaTHYHOTO aHasli3y, MOJICJIIOBAHHS Ta CHHTE3Y CHCTEM
| 00’€KTIB; METONMKH | TeXHONIOTT BU3HAYEHHS Ta aHAi3y

pusHKiB iH(opmaliiiHoi i kiGepGesnekn JepikaBHMX Ta
NMPUBATHUX  yCTaHOB;, METOAM, MOJAEI Ta  3aco0u
Kibepsaxucry indopmauii; inpopmauiiino-koMyHikauiini

TEXHOJIONIT Mpe3eHTauil pe3yJabTaTiB JI0C/i/DKeHb, MeTOIH
Ta METOJAMKH BHKJIAJAALUbKOT JISJIBHOCTI BULLOT LUKOJIH.

Inempymenmu  ma  obnadnanns: 3acobu, npunagM Ta
KOMIUICKCH  IJIs  MOJEJIOBaHHS OO’€KTIB Ta CHCTEM;
MpOrpamMHi, anapatHi Ta MporpamMHO-anapaTtHi KOMIJIEKCH,
IO BUKOPUCTOBYIOTLCS — JUlI  BUPIWICHHS  3ajay
indopmaniiinoi  Tta  kibepOesnekn;  KoMIIIOTEpU3OBaH]
CHCTEMH Y HABYaJIbHIH Ta BUKJIAAALBKHI JIisUILHOCTI.

OpienTanis ocBiTHBLO-
HAYyKOBOI Iporpamu

Ocsitnpo-naykosa.  100%  obcsiry  0CBITHBO-HAayKOBOT
[POrpaMH CHpPsAMOBAHO Ha 3a0e3neycHHs 3arallbHUX Ta
crieliajibHUX (paxoBux KOMIETeHTHOCTEH 34

creniaibhicTio 125 KiGepOesineka ta 3axuer indopmartii).
[Iporpama  HOCHTB  HAYKOBO-TIPHUKJIQJHUH  XapakTep,
cripsiMoBaHa Ha 3ade3neveHHs noTped puHKy npaii y chepi
JOCIIJUKEHHs. Ta BHPILIGHHS HAYKOBMX NpoOJeM 110/10
3aXUCTY iHpopmauii, opranizanii  Ta  3abe3neveHHs
inopmaniiHol Ta KibepOesnekn B Mepekax eNeKTPOHHUX
KOMyHiKauii Ta Ha 06’ eKxTax iH(hopMaLiiiHOT J1isTbHOCTI.

OcHoBHHUIi pokyc
OCBITHBO-HAYKOBOI

Jlocnikenuss B obmacti HAyKH Ta PAKTHKM  3aXMCTY
indopmanii, opranizawii Ta 3abesneuenHs kiGepbesneky
H(pOpMALIHHO-KOMYHIKALIHHUX cHcTeM, Oe3nekn Ha 00’ cxrax
IH(pOpMALIITHOT AisTTBHOCTI,

nporpamMu KimouoBi CJI0Ba: IHOOPMALIIA, 3AI'PO3H,
BPA3JIMBOCTI, 3AXMUILEHICTb, KIBEPBE3IIEKA,
3AXUCT [HPOPMALIIL.
CTiiib HaBYaAHHS:
MNOCAHAHHS PCNPOAYKTHBHOIO Ta TBOPYOIo CTHJIIB HABUAHHSI
SIK B3a€EMOJO0INOBHIOIOUH X 3 Jl()MiIIyK)‘{HM TBOPYHM
KOMIOHEHTOM,
CMOULIHHO-UIHHICHUH ~ CTWIJIb  HaBYaHHS 3 [OEJHAHHAM
OcobanBocri eMOLLHHO-IMITPOBI3ALIHHOIO  Ta  eMOLIHHO-METOANYHOIO
NporpamMmu CTUJIIB;

pOOJIEMHO-OPIEHTOBAHI JIEKLIIHHI KYPCH, CeMiHapH, IPyIoBi Ta
IHMBIyallbHI KOHCYJIbTALlIT, CaMOIiIroToBKa y 0i0mioTeri Ta
Mepexi [HTepHer.

ML‘TOIIHKE\ HABYAHHS

Y3O/UKCHHS  JICKUIBKOX — HaBYaJbHMX  TEXHOJIONIH  —




iHhopMmarliiHoOf, MO/IENTIOI0YOT, PO3BHBAJILHOT Ta |
aKTUBI3YIOUOI  TEXHOJOTIi, TEXHOJIOTIT  BUPOOHHYOrO,
BHIEPEDKAIOYOro Ta AMCTAHLIHHOIO HABYAHHSI,

IHTEPAKTUBHE CTIIBPOOITHULITBO 3 HAYKOBUM  KePiBHHKOM,
KOJIEraMH 13 HAYKOBOI TpYNM Ta HAyKOBO-NEJAroriyHUMH
MpaiiBHUKAMH YHIBEpPCHTETY.

Opranizaunisi HABYAJILHOTO NpoLECY:

(opmyBaHHS i JoTpUMaHHS 1OCIIHUIBKOTO NopThoIio.

4 — IlpuaaTHicTs BUNYCKHUKIB

A0 NpaueBJIamTYBAHHS Ta NOAAJLINOIo HABYAHHS

IIpuaatHicTh 10
npaueBaamTyBAHHS

MHoaanbuie HaBYaAHHS

Jlokrop dinocodil kibepdesrieku 3jareH obiiMaTH 1ocaay B
JIOCHIIHMLBKHX — TPYNax B yHIBEpCHTETaX Ta HAyKOBHX
yCTaHoBax IH(opMaLiiiHO-KOMyHIKaLiiiHOT rany3i (HayKoOBI
JOCHKEHHsl 1 cdepa ynpaBiiHHS), Y NPOMHCIOBOCTI Ta
komepuil. CamocTiiiHe MpaueBIaLITy BaHHs.

Hokrop dutocodii 3 kibepbesnekn (BUIYCKHHMK) 31aTHMI
BUKOHYBaTH  mpodeciiini  poborn  3a  JlepiaBHuM
KiacupikaTopoM npogeciii JIK 003: 2010:

Ocnosna:

2131.1 HaykoBuii criiBpoOiTHUK (00UYMCI/IIOBAJIbHI CUCTEMH )
Jloparkosa:

2139.1 HaykoBuii cniiBpoOITHHK (rany3b 004YHCIICHD)

2144.1 Haykosuii cniBpoOITHUK (eI€KTPOHIKa,
KOMYHIKaLiT)

2310.2 Buknanay BULLOTO HABYAJIbHOIO 3aKaaay

2310.1 Jlouent ] e
HaBuaHHsi BIPOJIOBK SKUTTS JI1SI BJIOCKOHAJICHHS Y HAYKOBIH
Ta IHIIKX JUSITLHOCTIX (HATIPUKIIA/L, OCBITHS JISIIBHICTE).
OTtpumaHHs HayKOBOIO CTYIEHs! JIOKTOpa HayK (3a HasiBHOCTI
JMITIOMY JIOKTopa (istocodii) 3a 1€ K raay33io 3HaHb ado
CYMDKHOIO (10 Y3TOJUKYETHCS 3 OTPUMAHHM  JIMILIIOMOM

JloKTOpa (bitocodii).

S — Bukaanannsg ta ouiHIOBAHHS

Bukaaganus TAa
HABYAHHS

Bukiiaaanms npoBoOJHTLCS JIEPKABHOIO MOBOIO. [HO3eMHOIO
MOBOIO (QHTJIIHCHKOIO) MPOBOJMTLCS BUKIAAAHHS OKPEMMX
JACHUILIH, Kl (OpMYIOTH NpogeciiiHl KOMIETeHTHOCTI.
Bukiananns crnpsMoBaHO Ha 3aCBOEHHS 3HAHb, YMIHbL 1
HAaBHYOK JUIsl [IOJQJIBLIONO 3aCTOCYBAHHS Ha MPAKTHIII.
OcHoBHUMHM ~ criocobamu  mepejiaul  3MICTY  OCBITHBO-
HAYKOBOI MPOrpamMu € [pOBEeAEeHHS JICKILIH, MPAKTHUHHX,
na0opaToOpHUX Ta THJAMBLAYAILHUX 3aHIThL, KOHCYJIBLTALIMH,
pO3B’si3aHHsl  CUTyaTMBHHUX  3aBJaHb,  TEeCTYBaHHS,
npe3eHTauii, neaaroriyia npakTHKa.




OuiHoBanus

YeHI Ta NMCbMOBI  eK3aMeHH, 3alikv, HAyKOBI 3BITH i3
OLIHIOBAHHAM  JIOCATHYTOIO, YCHI Tpe3eHTamil, NoToYHMii
KOHTPOJIb, MyOuikalii pe3ynsraris gociiokens, Hanueans ta
NPHUBCETIO/HUI 3aXUCT HAYKOBHMX JOCSATHEHb, BUKOHAHUX Y
(opmi kBanidikaiiiHoi (mucepraniiHol) poGory.

6- Ilporpamui komnerenTHocTi

InTerpanbha
KOMIIETEHTHICTh

3/1aTHICTh PO3B’S3yBATH KOMILIEKCHI NpoGJieMH B raiysi
KibepOesneku, 1o nependayae rauGoke nepeocMUcIeHHs
HAsBHUX Ta CTBOPEHHsS HOBUX UITICHUX 3HaHb Ta/abo
NpoQeciiiHol NPakTHKH.

3aranabhi
komnerenTHocti (3K)

3K-1. ¥Yminnsi Kpuru4uHol caMoOmiHKM —  3JaTHICTh

BH3HAYaTH Ta 3aJ0BOJBLHSTH MOTPeOM  0COOMCTOro Ta
HAYKOBOI'O PO3BUTKY, OyTH KPUTUYHUM | CAMOKPHUTHYHHM.
3K-2. HaBuuku TBOpPYOro CHIJIKYBAHHSI — 3JaTHICTD
CHIJIKYBAaTHCS Pe3yJILTATHBHO B yCHIH i nucsMOBii dopmax 3
(paxiBugMy Ta HeaXiBLIMH, 31aTHICTH CHIIKYBATHCS APYTOIO
MOBOIO.

3K-3. 3naunst indopmauiiinux rTexmosoriii — 31aTHIiCTDH
BUKOPHUCTOBYBATH IH(pOpMALiHI 1 KOMYHIKALIHHI TeXHOIOrT
JUlst BIIPOBAKCHHsA MPOEKTIB B iH(opMalliiiniii Ta 6e3rnexosiii
cepax.

3K-4. HaBuukH KepyBaHHsI NpPOEKTAMH — 3JATHICTD
JIEMOHCTPYBaTH ~ CBO€YACHICTHL ~ TA  CIUIAHOBAHICTH Y
JOC/IIZKEHHI, 34aTHICTb 10 ajanTalil Ta ail B HOBiH cuTyaulil,
31aTHICTB PO3POOISITH Ta YIIPABJISTH MTPOEKTAMH.

3K-5. YMinust nixrpumaTi iHIMX — 3/[aTHICTh JI0TIOMaraT
Hepe3  BHKJIaJaHHA, HaCTaBHHUIITBO Ta HAO4HI IMpUKJIajamn
(1eMOHCTpALlIO).

3K-6. Yminnsi npaumoBaTi eTHUHO — 3/1aTHICTh BU3HAYATH,
MOBAKAaTH Ta KepyBaTH €THYHUMH, KYJIbTYPHUMH Ta IHILIMMH
MATAHHAMM, [OB’SI3aHUMM 3 HASIBHICTIO THX 4YM iHIIMX
BIZIMIHHOCTEH.

3K-7. HaBH4KH HiANPHEMHHUTBA — 3/dTHICTb BM3HA4YaTH
MANPUEMHULBKT  MOMUIMBOCTI UM BHMJL JUSUIBHOCTI 200
FPOMA/CLKOrO  BIUIMBY, 3JATHICTH NPHUIAMATH OOIpYHTOBaHI
PILLICHHSI, 3JaTHICTh OIIHIOBATH Ta 3a0e3MeuyBaTH  SIKICTh
BUKOHYBAHUX POOIT.

3K-8. ¥YMiHHsI kOMaH/IHOT pOOOTH — 3HAHHS TIPO CTUMYJIH
Ta Oap’epy B e(eKTHBHIH KOMaHIHIA podOTI, BMIHHS
BUSIBJIITH, CTABUTH Ta BUPILIYBATH MPOOJIeMH.

daxosi
KOMIETEHTHOCTI
(PK)

@K-1. InTerpatHBHa KOMIETEHTHICTL — 3JAaTHICTH J10
IHTerpaiil 3HaHb, YMiHb 1 HAaBHYOK Ta iX e(eKTUBHOIO
BUKOPHCTAHHS B YMOBaX MIBHAKOI ajanranii opraHizaiii




JI0 BUMOI' 30BHILIHBOTO CepeIOBULL, 110 3a0e3leuyioTh
BUKOHAHHA  3aBJaHb  HAYKOBO-JOCJIJIHOT,  HAYKOBO-
Mearorivytol, ypasliHchbKoT Ta IHHOBALHHOT 1isUIbHOCTI B
iHopMaLiitHiil Ta Gesnekosiit cdepi Toro.

DOK-2. CouianbHo-necuxoJ10riuna KOMIETEeHTHICThH
(emMoli#iHi, nepuenTUBHI, KOHUENTYalbHi, MOBEAIHKOBI) —
3ATHICTL OCOOMCTOCTI OPIEHTYBATHCS Y PI3HUX IKUTTEBHMX
CUTYyauisix, e(eKTHBHO IpAllOBATH B yMOBaxX PHHKOBOI
€KOHOMIKHM; YMiHHSl peanizyBaTW cTpaTerii i MiaHu;
3JIaTHICTB JI0 PO3YMIHHS NMOBEAIHKM JIIOACH, MOTHUBALIT Ta
®PK-3. OpranizanifiHo-KOMYHIKATHBHA KOMIIETEeHTHICThH
(y cneundiunux cdepax ynpapiiHCLKOT JisAbHOCTI) —
3JIaTHICTB 70 JlijlepcTBa Ta HOBATOPCHLKOT JSIJILHOCTI, 10
(pOpMyBaHHS BHCOKOIrO PIiBHS KOMYHIKATHBHOT KYJILTYPH;
3IaTHICTL MEPEKOHYBATH OTOUYYIOUHMX, CTBEPKYBATH CBOIO
MO3MIIIO;  BOJOAIHHS J€PIKABHOK) MOBOIO, T'PaAMOTHHUM
YCHHUM Ta MUCEMHUM JIIJIOBUM MOBJIEHHSIM, OPATOPCHLKHM
MHUCTELTBOM, NPO(ECIHHUM eTHKETOM, a TAKOXK HABHUKAMMU
nyOniyHoi npeseHTauii pesyiabrartiB  poOOTH, BMIHHSAMU
o0MpaTH BIAMOBIAHI (OPMH | METOAM Mpe3eHTallii;
BOJIOJIIHHSI  IHO3eMHUMH MOBaMM, YMIHHS TPABHIIBLHO
PO3MOBJIATH  Ta [HCATH PI3HHUMH  KOMYHIKQTHBHHMH
CTHJIAMH, a came Heo(iuiiHuM, opIiiHHIM Ta HAYKOBHM
TOLLO.

®OK-4. Ilpodeciiina KOMIETEHTHICTH — CTaH TEOPETHYHOT

Ta NOPaKTHYHOT MiJArOTOBICHOCTI, 110 3abe3neuye
epeKTUBHICTE  BHUpilIeHHs  npogeciiinnx  npobiem i
THUIIOBUX  npodeciiiHuX  3aBjaHb;  CcTaH  BOJOJIHHS
IH(pOPMALIAHUMH TEXHOJIOTISIMH Ta TEXHOMOTISIMH 3aXHCTY
iHopmanlii;  3aaTHICTE 0 YAOCKOHAJeHHs  Ta
BIPOBA/UKCHHSI Yy  TIPaKTHKY  IHHOBauiii y  cdepi

iHopmariiitHoi ta KiGepOesnexu; CTYNiHL BHKOPUCTAHHs
HAayKOBOI JITepaTypH Ta IHIWIHX JsKepes iHgopmanii s
peanizauil  IHHOBALiHHMX  TEXHOJIOrH; 3JaTHICTL  J10
31HCHEHHs] e(PEeKTHBHOIO IMOLIYKY Ta CTPYKTYpYBaHHsl
iHdopmatii, 10  kBadidikoBaHoi poboTH 3 pisHumu [P
TOILLO.

P K-5. 3araaibHOHAYKOBA KOMHIETCHTHICTL — 3JaTHICTD
J0  HAKONWYEHHs I[podeciiHUX BMIHb Ta HaBUYOK
(alarHoCTyBaHHS i IHTEPIPETYBaHHS CUTYAaL,

[UIaHyBaHHsA — Ta  3A1HCHCHHS  HAYKOBMX  JIOCI/IIJIKCHb,
BHKJ/IaJaHHA Y BHIIOMY HaB4aJIbHOMY '3(1[\’.[[8,&1 I'lpC,[[M@TiB.,
IO BIAHOCATBCS /10 rajysi ingopmaniifHux TeXHOJOrii Ta
3axXMCTy IHQopMauil); 34aTHICTL A0 I'€HEPYBAHHS HOBHX
3HaHb 3 Teopil 3axucTy iH(popmauii Ta iH(GopMaLiiHOT |




Oesriexkn, 3 npobsiem anropuTMizaiii Ta rnporpamyBatms
rnpouecis B cucremax KibepOesneku; 3maTHICTh  J10
3aCTOCYBAHHA HOBHX 3HaHb y npodeciiiniit mismbHocTi (
HPOCKTHIN,  BMHAXiJIHMLBKIH Ta  paiioHanizaTopcekiii
po0OTi) TOlL10.

®K-6. [Ioairexniuna KoMnerewTHicrs —  3nanus
3arajlbHUX (METOJIOJIONIYHUX, ICTOPUYHHX, C€KOHOMIYHMX,
CPrOHOMIYHMX  TOWIO)  NHUTaHbL  Oe3nekosoi  cdepu,
MPUHIKMIIB  Aif 1 OYJIOBH OCHOBHMX (hYHKLIOHAILHUX
opraniB IH)OPMaLIHHUX CHCTEM; 3AaTHICTH 10 OBOJIOAIHHS
Creniai3oBaHUMMU MPOrPAMHUMH MAKETAMH, TIPOTOKOIAMH
nepenavi  JAaHuxX,  CrHeUialbHOIO  MIKPONpPOLECOPHOIO
TEXHIKOIO, Cy4acHUMH iH(popMauilinuMu Ta 6e3 neKkoBHMH
TEXHOJIOTISIMMU; 31aTHICTh J10 3aCTOCYBAHHS PI3HOMAHITHHUX,
npodeciiiHo MpopILOBAHMX 3HAHB | NPAKTHUHUX HABHYOK
y cepi 3axucty iHdpopmarii.

®K-7. InxeHepHa KOMIETEHTHICTL — 37aTHICTH [0
BHPOOHHUYO-TeXHONOTIYHOT  aisuibHOCTI  (po3pobku  Ta
BIPOBAJKEHHS! IHHOBAUIHHUX TexXHOJorH indopmauiiinol
Oesnekun, BUOOpY Texuousoril Ib, yerarkysanns ta 3aco0is,
BUKOpUCTaHHS  iH(GOPMAIIIHUX — TEXHOJIOrIH;  po3podKu
[porpaM i MeToJAMK BHIPOOyBaHb cucTeM iH(poOpMaliinoi
Ta  KiOepOesneku);  3maTHICTL A0  opradizaudiiino-
YOPaB/iHCHKOT ASUILHOCTI (OpraHizauii npoiecy cTBOpeHHs
Ta HaJlaHHs IHQOKOMYHIKaUIHHHUX 10CAYT); 34aTHICTh J10
YJIOCKOHAJICHHs, MoJepHizanii Tta yHiikauwil cucrem,
3aco0iB I TEXHOJIOT1H 3a0e3neueHHs Oesrnexu
indopMalifinux i KOMyHIKaUiHHUX CHCTEM, 10 00pOOKH Ta
IEPETBOPEHHS 1H(pOpMaLl TOLLO.

(PK-8. /litoBa KOMNETEHTHICTL — 37aTHICTD | TOTOBHICTD
3aificHioBaTH  eekTHBHY — npodeciiiny  AisJbHICTL Y
BIJUIOBIAHIH raity3i, HagaBaTH iHGOKOMYHIKaIIHHI TOCTyrH
Ta nociayru 0Oe3nexku; 3MaTHICTL JI0 [UIaHYBaHHs

peanizauii 3axomiB i3 3axucty indopmauil B IKC,
CTBOpeHHs Ta 3alesnevents (yHKUIOHYBaHHI CHCTEM
iHpopMauiiiHoi  Ta  KiOepOe3nekH;  3JaTHICTb  JIO

(opmMyBaHHs  NpaBWILHUX  BMCHOBKIB,  OMNEPaTHBHOIO
MpUiiMaHHs Ta peaizallii HecTaHapTHHUX PillIeHb TOLIO.

IIporpamui pe3yjibTaTH HABYAHHS

[Iporpamui pesyiabraTu
Haguanus (ITPH)

[IPH-1. ¥miTn ¢opmyBaTH 1 aprymMeHTOBaHO BIJICTOIOBATH
BJIACHY TMO3ULIK 3 pI3HUX npodaeM ¢inocodii Hayku Ta
MEeTOJ0JI0TIT HAYKOBOTO Mi3HAHHS.

IPH-2. ¥Ymirn Bu3Hauaru Ta 3aJIOBOJLHATH MOTpeOU
O0COOMCTOr0 Ta HAYKOBOI'O PO3BHUTKY, OYTH KPHTHUYHHUM i
CAMOKPUTHYHHM.




ITPH-3. ¥YmiTn Bectn juckycii i nonemixu, 3iiicHIOBATH
nyOoJIuHI NPOMOBM, POOMTH MOBiMOMIICHHS | AONOBiAl 3
MUTaHb JIUCEPTALLIMHOrO JIOCHI/DKCHHS,  apryMeHTOBAHO
BUKJIa/IaTH BIIACHY TOYKY 30pYy JIEPIKABHOIO Ta IHO3EMHOIO
MOBOIO.

ITPH-4. ¥YmiTu unraTu opurinansiy naykosy niteparypy
Ha [HO3CMHIH MOBI, ONpaibOBYBATH Ta  O(OPMIISTH
iH(opMmariiio.

[IPH-5. ¥YmiTth po3pobasitu noriuni cxemu, CKIagaT
MJIAH-MPOCTIEKTH Ta TEXHIYHI 3aBJaHHs Ha BMKOHAHHS
HayKOBUX JOCII/IKEHb.,

IMPH-6. ¥Ywmitu saificmoaTn GiGaiorpadiunmii nowmyk i
BI10OIp JAITepaTypHHUX JDKepelt, CKJIaJlaTH X
Oi16miorpadivunuii onuc.,

IIPH-7.  Vmitn MojemoBatn  CTpyKTypy HayKOBOIo
AOCIUDKEHHS, (OPMYJIIOBATH  MeTy, 00 ¢KT, MpeaMeT Ta
HAyKOBI 3ajaui,  yNOPSJAKOBYBATH Ta CHCTEMATH3yBaTH
pe3yJbTaTH JOCII1JIZKCHHS, 00IpyHTOBYBATH X
JOCTOBIPHICTL Ta MPOBOAUTH 1X anpodalliro.

[IPH-8. ¥Ymitn obrpynroByBatn Ta (opmymoBati
BUCHOBKH LIOAO [POBEJACHUX HAYKOBHX JIOCHIUKCHb Ta
pekomenzauli 100 X HAYKOBOrO i  NpPakTUUHOIO
BUKOPHCTAHHSI.

ITIPH-9. Bousogitu BminusiMm  poOWTH HAyKOBI JOMOBIiji
[10/10 3aXMCTY Pe3ybTaTiB JOCHIKEHHSI, apryMeHTyBaTH
| 3aXHMLIATH TEOPETHYHY IO3MUII0 HA OCHOBI eMIPUYHOT

poOoTH.
ITPH-10. ¥YmiT y3arajbHioBaTH | KPUTHUYHO OLLIHIOBATH
pe3ysibTaTH, OTPUMaHi BITUM3HSAHUMM 1  3apyOiKHUMU

JIOCITIIHUKaMH.

IIPH-11. ¥miTH XxapakTtepu3yBaTH OCHOBHI €JIeMEHTH
CHCTEMH Ta 3MICTY BMILOI OCBITM B YKpaiui, npuimaru
PILUEHHS 1110/I0 KPUTEPITB SKOCTI HABYAHHS Ta JUArHOCTUKH
3HaHb.

[IPH-12. ¥Ymitn BH3HAaYaTH  OCHOBHI  Mapamerpu
IHpOpMaLiiHUX  pecypciB  HAYKOBOIO  JIOCJIIJDKEHHS
(HaBYAJILHOrO Mpouecy), IJIaHyBaTH CTPYKTYPY, 3MICT Ta
[polec oprasizailii Horo rposejens (JeKiii, npaKTHYHO-
CEMIHAPCHKUX 3aHSTD).

[TPH-13. ¥Ymitu BusiistH 1 GOpPMYIIOBATH aKTyaslbHI
HayKoBI 11po0JIeMH, reHepyBaTH Ta IHTErpyBaTH HOBI ij1el Ta
HOBI 3HaHHS y cdepi 3axucrty inpopmatii, indopmaiiiiHol
Ta Kibepbesnexu, Npe/CTaBiIsTH 1X B YCHIH Ta/abo
MUCBMOBUX  (opmax rnepen  ¢axoBoio i HedaxoBoio
ayJIUTOPIELO.

ITPH-14. BoaoaiTn HABHKAMH  poboTH 13




Creliali3oBaHMMH  CHCTEMaMM  KPUIITOX3aXHCTY — Ta
KPUNTOAHAI3y, YHOPaBiATH 3MiHAMM 0OpH  pobOTi 3
ICHYIOYMMH CHUCTEMAaMH KPHITOrpadiuHOro 3aXmcTy.
[TPH-15. ¥Ymiru opientyBartucs y cyyacHuX KOHLENIUSX i
MOJZIEIAX, MeToJax Ta 3aco0ax yrnpapiiHHS IHUMAEHTAMM
iH(opmaLiiinol Ge3nexu.

[PH-16. ¥Ymitn pospobasith  Tta npoekTyBaTH HOBI,
B/IOCKOHAJIIOBATH ICHY1OUI CUCTEMH YIIPaBJIIHHS
iH(hopMalliitHow Ge3nekoro.

[IPH-17. ¥Ymitu niarpuMyBaTH KOMIUIEKCHI CHCTEMH
inpopmariiiinoi  Ta kibepGesrnekn B craHi, HeoBXiaHOMY
JUISE BAPILIEHHS 3aBJaHb 3aXHCTY iH(OpMAalliT.

[IPH-18. ¥YmiTn ananizyBatu icHYI0Ui TEXHOJIOrT, METOIH
I 3aco0M  3aCTOCYBaHHSI  LIKIAJMBOIO  MPOrPAMHOIO
3a0e311eveHHs, HiBEJIIOBAHHS ypa3iMBOCTell MepeskeBUX Ta
Web-pecypcis.

IHPH-19. ¥YmiTH npoektyBaTH MEpCreKTUBHI TEXHOJIOTIT
BUSIBJICHHS LIKIUIMBOIO [POrpaMHOro 3abe3neyeHHs, a
TAKOK  Ypas/IMBOCTCH MepexmeBuX Ta Web-pecypciB i
3aCTOCOBYBATH 1X HA MPAKTHIII.

ITPH-20. ¥YmiTn BU3HAuYaTH | BUPILIYBATH €THUYHI THTAHHS
[PH NPOBEJICHHI JI0CIIJUKeHb Ta [OUIYKY BiIMIHHOCTEH Yy
LWIKIUIMBOMY MPOrpaMHOro 3abe3nevents, ypas3lIHBOCTAX
Mepexesux ta Web-pecypeis.

[TPH-21. ¥YmiTn ananizyBaTu T4 po3po0JsSiTH alrOpUTMH,
METOJIMKH, MOJIeJIl  Ta CKJIaJHI TNpPOrpaMHi KOMIUICKCH
OLIHKH XapaKTepUCTHK 1 CTaHy cucTeM iHdopMaliiHol Ta
KibepOe3neKH.

[IPH-22.  ¥Ymitu  po3pobisiThi  Ta  BIPOBAIKYBATH
NOCIIHULBKI MPOEKTH B raiysi 3uanb «ludopmauiiini
Texnoyoriny - cneniansHocti  «KibepOesneka Ta  3axuct
inopmauiiy s 3abe3neveHHs  Oe3MeKH  MepeKeBol
IH(PaCTPYKTYPH.

[1PH-23. byrn 30aTHHM reHepyBaTH HOBI 3HAHHS 3 TeOpil
3axucTy indopmauii ta indopmauiiinol Oesneku, 3 npodiem
JITOPUTMI3aLil Ta MporpaMmyBaHHs NPOLECIB B CHCTEMAaX
KibepOesnexH.

IMPH-24. YmiTn 31IMCHIOBATH HAYKOBO-TEXHIUYHE
CYNpPOBOKEHHS 3aX0JiB 3 (OpMyBaHHS | KOPHI'YBaHHs
IPOrpaMHUX  KOMIUICKCIB — 3alesneveHHs Oesleku T1a

saxucty  iHdopmauii  Ha  o0’extax  iH(opmaniiHol
JUSLIBLHOCTI.

[1PH-25. Ymitn BU3HAYATH MOKIIMBOCTI  JUIst
MIANPHEMHHALBKOT T FPOMaJChKOT JiIbHOCTI 3a HAPSIMOM
3aXHUCTY iHdopmauli, opradizauii H 3a0e3neyeHs

iHpopmauiiinoi Ta kibepOesneku 06 ekriB indopmariiiinoi




JISIBHOCTI. O
[PH-26. Ymitn BukopucTOByBaTH CyuyacHi TexHiku s
HPOBCACHHA  JOCHIUKEHb 33 HAIpPIMOM  3aXMCTy
iHpopmallil, oprasizauii i 3aGesneueHus  OGesneku
MEpeiKeBOl  iHpacTpykTypu 00’€KTiB  iH(opMmaiiiiHol
MUANBHOCTI, @ TAKOXK HAYKOBHX JIOCII/KEHb BULLMX piBHIB.
[TPH-27. ByTu 3aaTHHM OBOJOJITH CrHeliaNi30BaHUMH
MPOrpaMHUMHM  [IAKETAMH, MPOTOKOJAMM Nepejaui JaHuX,
CIELIAIBHOI0  MiKPOMPOLIECOPHOIO TEXHIKOIO, CYYaCHHUMH
iHpopMaLifHUMK Ta GE3M1EKOBUMH TEXHOIOTSIMH,

IIPH-28. ByTu 31aTHIM /10 3aCTOCYBAHHS Pi3HOMAHITHUX,
NpoeciiHo npoinboBaHUX 3HAHE | MPAKTHUYHUX HABHUOK
y cepi 3axucry iHdopmarii.

[TPH-29. Vmirn pospobasitn  1a  BnpoBaxkyBaTH
pauioHaiibHi  TexHosorii  indopmariiinol  Gesnekw,
porpamu I METO/HKH BUIIPOOYBaHb CHUCTEM
inopmartiitnoi Ta kibepbesnexu

[TPH-30. ByTH 31aTHHM JI0 Y10CKOHAICHHS, MojiepHizallii
Ta yniikauii cucrem, 3acobiB i TexHonoriii 3a6e3neyen s
Oesnexu iHGOPMALIHHUX | KOMYHIKALIHHUX CHCTEM, J10
00poOKH Ta nepeTBopeHHs iH(popMallii Tolo.

ITPH-31. ¥YmiTn nposojit abo KepyBaTH MPOBELEHHSIM
HayKOBHUX 1 HAYKOBO-TEXHIUYHHMX JOCIKEHb 3 MHTAHb
3aXUCTY inpopmauii, opramizanii i  3abe3neuenns
inopmauiiinoi Ta xiGepbesnekn 06 ekTin iHdopmariinoi
JUSTBHOCTI,

[TPH-32. ¥YmiTn oOrpyHTOBYBaTH pauioHaabHi  LIISAXH
OA0  3axuCcTy 1H(opMmanii Ha o0 exrax indopmariiinoi
HisIbHOCTI Ta iHdopMmar’, o uupkymoe 8 1T cucremax Ta
MepeKax.

8 — Pecypcne 3abe3neuenns peadizauii nporpamu

Kajnpose 3a6e3neuenns

['pyna 3abesneuenns crneuiansHocti 125 KiGepOesneka Ta
3axucT iHpopMauil chopmoBaHa y  BUUIOBIAHOCTI  J10
JlineusifiHnx Bumor ]

MarepianbHo-TexHiune
3a0e3neyeHHs

TQOPGTHLIHi 3aHATTS l—lpOBOj].ﬂ']‘bCSlw B CYHaCHHX
KOMIT IOTEPHUX KjlacaxX Ta CreuianizoBaHux jaboparopisx,
sIKI OCHAlIEH] CreLiali3oBaHUMHK anapaTHo-NporpaMHUMH
3aco0amu.

Jlnst  nposejieHHs  IOCHIUKEHb,  NPAaKTHYHUX — Ta
1adOpaTOPHUX 3aHATH 3 METOIO (OpMYBaHHS npodeciiiHux
KoMIleTeHTHOCTel 31 cneuiaibHocTi 125 KiGepGesneka Ta
3aXUCT iH(OPMALLT BHKOPUCTOBYIOThCS 6 CrieliaizoBaHuxX
11adopaTopii, sKi OCHALIEHHI CY4YaCHUMH KOMIT IOTepaMH,
[porpaMHO-anapaTHuMH KOMILJICKCAMM Ta
MYJIbTUMEIIHHUMU CUCTEMAMHM, 4 CaMe:




HABYAJIbHA JIABOPATOPISI AKAJIEMIYHUN
LIEHTP KOMIIETEHIIN IBM «KIBEPITOJITOHy»
Jlaboparopisi npusHadeHa A TPOBEACHHS NPAKTHYHMX
3aHATb 3 BUKOPHCTAHHSIM [MPOrpaMHO-anapaTHUX
komnnekcis: IBM  QRadar SIEM, IBM i2 Analyze
Notebook  Premium, Tenable Nessus Professional.
Jlo3Bosisie  BiNpalboByBaTH HaBUYKKH podoth y Llenrpi
3abesneueHHs kidepOesneku (Security Operation Center) 3
BUKOPUCTAHHSIM  TEXHOJIOTIH MOHITOPUHTY, BUSBIIEHHS,
aHajizy — Ta  pearyBaHHs  Ha  KiOepiHLMAEHTH B
KOpPHopaTUBHUX 1H(OpMaLIIHHUX CHCTEMAX.

HABYAJIbHA JIABOPATOPIS KPUITTOI'PAGIYHOI'O
BAXUCTY HA BA3I TEXHOJIOI' T «ABTOP»
JlaGopatropis BUKOPHCTOBYETHCSH JUTsI BUBYCHHS
ClieLiaai3oBaHuX 3aco0iB KpUNTorpapiuHoro 3axucTy Ha
0asi npoayktiB komnaii ABTOP — mapruepa xadeapu
[ndopmauiiinol Ta kibepueruunoi 6ezneku. Kpim Toro, y
nabopaTtopil  NPOBOJSITHCS TPEHIHMH 3  BUKOPUCTAHHSIM
kpuntorpadiuHux  3aco0iB  3axucty  iHdopmauii B
inopmaniiHo-KOMYHIKALIHHUX — cHCTEMax, BIPTYalbHUX
npuBaTHUX  Mepexk VPN,  enekTpoHHOro uudppoBoro
MIMUCY Ta HPPACTPYKTYPHU BUIKPUTUX KiiodiB. Jlo3Bosie
BMBYATH  Ta  3aCTOCOBYBAaTH  [POIpPaMHO-TEXHIUHHII
komruieke  «llentp  ceprudikamii  kiouiBy,  3acodu
kpunrorpadiunoro saxucry IP-mmgparop CryptolP-448,
ejqektponHi kimoul “SecureToken-337, nporpamuuii  1P-
wupparop «CryptolP-VPN Client», 0Oe3xoHTaKTHI Kap-
pinepn KP-382, USB.

HABYAJIbHA JIABOPATOPILS BE3ITEKH
[HOOPMALIMHO-KOMYHIKALIMHUX
TEXHOJIOI'TH CISCO

JlaGoparopisi npusHadeHa Ui BMBYEHHS TEXHOJIOIH
mepexweol Oesnekn CISCO, npoBejeHHs TpeHIHrIB 3
BripoBaUKeHHst TexHounoril  HoneyPot wmomno nporuaii
KibepaTakam 3JIOBMHCHHKIB Ha KOPIIOpaTUBHI
iH(popMalLlliiHl cueTeMH Ta cepTH(IKALIIHUX KypciB BIJL
napraepa kadeapu Indopmauiiinoi Ta  KidepHeTHUHOI
oesnekun — komnanii CISCO: Introduction to Cybersecurity,
CCNA  Security, CCNA Cybersecurity  Operations.
HABYAJIbHA JIABOPATOPIS LIEHTP YITPABJIIHHI
[HOOPMALIIMHOIO TA KIBEPLE3IEKOIO
(SECURITY OPERATION CENTER)

JlaGopatopiss npu3HaydeHa JUIss [POBEJEHHS 3aHsAThH 3
NUTaHb aHaiizy, o0poOKH Ta ayauty 1HpopMauiiHoT
Oesnekn 3a jonomoroio SIEM-cucrem Ta mporpamuux
ckanepis Tuny Nessus ta Kali Linux. Kpim toro, 1o3Bossie




BUBYATH METO/JM  YINpPaBJIHHSI PHU3MKAMH HAa OCHOBI
merogonorii CRAMM, OCTAVE Tta RiskWatch 'y
BIITOBIAHOCTI 10 BHUMOI MIDKHAPOJAHHMX CTAHIAPTIB 3
iHpopmauiiinoi Ta kibepGesneku. Jo3Bonsie rpairoBaTy 3
MPOrpaMHUMHK 3aco0amu MiATPUMKH NPHIAHATTS pilieHb Yy
cepi inpopmauiiinoi Oesnexn («Bubip», Mpriority 1.0).
HABYAJIbHA JIABOPATOPIS 3ACOLIB KOHTPOJIIO
JOCTVITY «HIKVISION»  — 3abesneuye npopeneHHs
MPAKTHYHUX 3aHATH Ta JOCHIDKEHB 3 MTUTAHL KOHTPOIIIO TA
YIpaBAiHHA  JOCTYNOM,  BHKOPHCTaHHS  ABTOHOMHHX
OlOMETPUYHMX  TEPMIHAJIB, MEepEeKEeBUX KOHTPOJEPIB,
NpOrpaMHO-anapaTHoro KOMITJIEKCY CUCTEMHU
BIZICOCIIOCTEPEIKEHHSI HikVision. ObnanHana
ABTOMATH30BAHUM KOMIIJICKCOM BIJICOCIIO-CTEPEKEHHS Ta
OXOpOHU 00’exTiB iH(opmariiinoi nisibHocti (Harbor),
[POrpaMHO-anapaTHUMKU KOMIUIEKCAMH KOHTPOIIIO JIOCTYITY
(HikVision), cnosiuysauamu indpavepsonumu (SRP 600)
Ta Martiro-koHTaktHuMu (COMK-10). Jlo3Bousie BUBYATH
MUTaHHsA 3aCTOCYBAHHS [porpaMHHX I(OMﬂﬂeKCiB 3aXHUCTY
indopmarii («JIozaw, «pudy», «Py6ix»).

HABYAJIbHA JIABOPATOPISI TEXHIUHOI'O
BAXUCTY  IH®OPMALIL  «PIAC» —  3abesmneuye
MPOBEJACHHS NPAKTHUHUX 3aHSAThb 3 MUTAHb TEXHIYHOIO
3aXHUCTY  KOH(IeHUiHHOT  iHdopmanii Ha  00’ekrax

iHpopMaUiHHOT  JisIbHOCTI  BiJi  BHTOKY —aKyCTHUYHHM,
BIOPOAKYCTMUHMM Ta €JEKTPOMATHITHUM KaHajlaMHu 3
BUKOPHUCTAHHSIM LMPOKOCMYTOBHX reHepaTopiB

aKyCTHUHOro Ta ejiekTpomaruitTHoro wymy (Piac-2I°C, T'l11
1000,  «bepkyr»). Kpim  Toro, 'y  nabopatopil
AOCIIZKYIOTbCSL  THTaHHS  3aCTOCYBAHHS  TMOIIYKOBOTO
nporpamuo-anapatioro komrekey DigiSkan EX; merouis
BUSABJIEHHS BUIIPOMIHIOBAHbL 3a JIONOMOIOIO 1H/IMKATOPIB
nosiss Tty PROTEKT; nopsiiky 3actocyBaHHsA CKaHYIOUYHX
npuiimauis - AR 8200, IC-RS, IC-R2500 Ta noxartopa
“neniniinocreit NR-900 EM.

Ingopmauiiine Ta | Bel  aucuumuiiny  HaByasibHOro  ruiany — 3a0e3mneveHi
HaBYAJIbHO-MeToAHYHEe | iHpOopMaLliHHUMK Ta HABYAIbHO-METOJIMYHUMH
3abesneyeHHs mMatepiasiamMu, 3aco0aMu CUCTEMH JIMCTAHILIMHOrO HaB4YaHHsI
Moodle y T.u. poctynom a0 eniekTpoHHoi OiOsioTeku
JlepiKaBHOrO YHIBEPCHTETY TEJICKOMYHIKaLLIH.
9 — Axaaemivna MOOIIbHICTD
Haunionanbna HasiBnicts  ABOCTOPOHHIX JA0rosopis mix  JlepkaBHUM

KpeAHTHA MODILILHICTD

YHIBEPCUTETOM TEJIeKOMYHIKAIIN Ta 3aKjaagaMd  BHINOL




ocBiTM  Ykpainn 3aGesneuye HALIOHAIBHY  KPEJMTHY
MOOUIBHICTD

Misknapoana kpeanrna | 3micr OCBITHBO-HAYKOBOT nporpamMu BIJLIIOBI1a€
MOOUIBHICTD CTAHAPTaM BHILOT OCBITH, 110 J103BOJISIE IPUIHMATH y4acTh
Y ~ Tporpamax - nojBiiHMX  JMIUIOMIB  Ta  OyTH
KOHKYPEHTOCIPOMOIKHHM Ha CBITOBOMY PHHKY Tpalij
Hapuaunst  inosemumx | [lepenbauac  HaByauus  iHoseMmilis = Ta  0ci6  Ges
3100yBaviB BHILOT | IPOMA/IAHCTBA  MiC/s  aKkpeAuTalii  OCBITHLO-HAYKOBOI
OCBITH [1pOrpamMu




2. Ilepetik KOMIIOHEHT OCBITHLO-HAYKOBOI HporpamMu ta ix Jioriuua

NOCJi/I0BHICTD
2.1. 3micT NiAroTOBKH 32 0CBITHBLO-HAYKOBOIO NporpamMor0, KOMIETeHTHOCTI TA
pe3yIbTATAMMH HABYAHHS

b) p—
Jlucumniina [Hudp Komnerentuictn S
IL.11. HaBYaHHsI
1. 1K1 000B’SI3KOBHX KOMIOHEHT OCBITHLO-HAYKOBOT nporpamu
1.1. 3100y TTs rIANOHHHKUX 3HANDL 31 CHEWiAJbLHOCTI
1. | MeTto10/10ris HAyKOBHX JOCIIIKEHb OKI11.1.1.01 OK3, OK4, dK5, | [1PH14, [IPHIS,

y Kibepbesnerti

DOK6, DK7

[1IPH19, TIPH20,

[TPH22, TTPH23,

[TPH26, TTPH27,
[IPH30

2. | Teopernyni Ta npaktuuni npodiaemu OKI1.1.1.02 OKI1, K4, DK, [PH5, IIPH13,
TEeXHIYHOTO 3aXHCeTy iHpopMmarii DKo6, K7 [IPH17, ITPH21,
[TPH24, TTPH25,
_ [1PH31, ITPH32
3. | CydacHi METOAH yIIpaBiIiHHS OK11.1.1.03 OK1, ©K2, ®K6, | TIPHI12, [IPH15,
inopmaniiinoo Ta kibepbesiexkoro OK7, OKS8 [TPH16, ITPH21,
[TPH25, TIPH28,
[TPH29, TIPH30
1.2. OBos10AINHSA 32raIbHOHAYKOBHMH ((Pi1I0cOPCHLKHMH) KOMIIETEHTHOCTSIMH
4. | dinocopenki npodiemu HAyKOBOro OK11.1.2.01 3K1, 3KS, 3K6 [TPH1, TTPH2,
Mi3HAHHH [TPH3, ITPHO,
[TPH10
5. | OCHOBH HAYKOBHMX JIOC/IZKEHD Ta OKI11.1.2.02 OK1, K5, OK7 [TPHS, T1PHG6,
opramizailis HayKH ITPH7, ITPHS,
[TIPH10, [TPH12,
_ [IPH13, ITPH29
1.3. HaGyTTs yniBepcaJbHUX HABHYOK JOCTIIHHKA
0. | llareHT03HaBCTBO Ta aBTOPCHKE OK11.1.3.01 3K4, 3K7 [TPH3. T1PH6,
11paBo [TPH10, ITPH24
7. | Cyyacui MeTojn BuKiagands y sumiit | OK11.1.3.02 OK2, OK3 IIPH1. TIPH1],
IIKOJTI [TPH13, TTPH28
8. | HaykoBo-niesaroriuna npakruka OK11.1.3.03 OK3, GK4, K8 [TPH1, TIPHO,
[TPH11, TTPH28
1.4. 3100yTTSsI MOBHHX KOMITETEHTHOCTEH
9. | AuraificbKka MOBa HAYKOBOI'O OKI11.1.4.01 3K2, 3K3; 3K8, [IPH3, [IPH4,
cripsimyBannis * OK3 [IPH10, ITPH13
_ 2. Huka BnOipKOBHX KOMIOHEHT OCBITHBO-HAYKOBOI MPOrpamMu
10. | Hucyunnina 1**
11. | ducyunnina 2**
12. | Jucyunnina 3%*
13. | Jucyunnina 4**
14. | Jucyunnina 5**

* Hucywnnina «luozemvua mosay» Oist RidcomosKu fHU;f;.:.H.'[i«’s’ ma ocio oes .'/)rmmlm.'vmrm FAMINIOCIMBCH HA OUCYUIITIRY
« Ykpainceska mosa sk inozemnay.
** Hueyunninu 60161020 6UGOPY 0OUPQIOMBCS ACRIPAHMAMU CAMOCIMITIHO 1A ROYAMKY HABYWIBHOO poky 3 Kamanozy

GUOIPKOBIX OCRIMMIN KOMRONCHMIG, APU YoOMY 2a2@ibHUT 0DCste maxux oucyviin nosunen exradanu 15 xpedumic CKTC.




2.2. [lepeslik KOMIIOHEHT OCBITHBLO-HAYKOBOT nporpamMmu

Ko u/n KoMmronenTs ocBiTHBO-HAYKOBOT nporpamu Kinbkicern Popma
(HaBYAILHI AMCLMILTIHT, KYPCOBI MPOeKTH (poGoTH), KPE/IMTIB MIJICYMK.
MPaKTHKH, KBatiikaiiina poGora) KOHTPOJIIO
l 2 3 4
O00B’SI3KOBI KOMITOHEHTH OCBITHLO-HAYKOBOT HPOIPaAMK
OKII.1.1.01 | MeToJ10710Tisi HAYKOBHX J0CIi/KeHD Y KiGepoesneli 4 [ecnaT
OKT1.1.1.02 | Teoperuuni ta npaktiuni npodiieMu TeXHiunoro 3aXHCTY 4 lenur
indopmartii
OKT11.1.1.03 | Cyuacni Meroan ynpasninns indopmaniiinoo ta 4 [enmr
Kidephesnekoio
OKI1.1.2.01 [ ®inocoenki npodiemu HAyKOBOTO Hi3HAHHS 3 3anik
OKI1.1.2.02 | OcnoBu HayKOBHX JIOCIIJUKEHD Ta OpraHisaiiis HayKn 3 3asik
OK11.1.3.01 | IlaTeHTO3HABCTBO Ta aBTOPCLKE NIPABO 3 3aik
OK11.1.3.02 | Cyuacni MeTon BUKIQIAHHS Y BHIILT IIKOJT] 3 3ajtik
OK11.1.3.03 | HaykoBo-nieiaroriuna npakTuka O 3anik
OKIT1.1.4.01 | Aurnifichka MOBa HAYKOBOTO CTIpsIMYBaHHS * 15 lenur
3aranbumii 06¢sr 0608’ IBKOBUX KOMIIOHEHT: 45
Bubiprosi KoMionen T 0CBiTHLO-HAYKOBOT HPOrpaMu
Hucyunnina 1** 3aiik
Jucyunnina 2** Sauik
Jucyuniina 3%* 15 3auik
Hucyunnina 4% 3aix
Jlucyunaina 5** 3anik
3araabuuii 0desir BUOIPKOBHX KOMITOHEHT: 15
3ATAJIBHUHN OBCSIT OCBITHLO-HAYKOBOT [IPOI'PAMM 60

* Hucyunnina «lnosemna sosay 0ns niocomosku inozemyic ma ocio 6e3 CPOMAOAHCINGA 3AMINIOEMBCH HA QOUCHURIIHY

« Ypaiucerka Moga sik inozesian,
#E Jucyunninu sinonoco sutopy OOUPAIOMbES ACHIPAHMAMU CAMOCINITIHG HA ROYAMKY HAGUWILHOCO poky 3 Kamanocy
GUOIPKOBUX OCGIMNIX KOMRONEHINIG, NPU UbOMY 3A°QIbHUI 0OCSES MAKUX OUCHUTIN nocunen ckradamu 13 kpeoumic CKTC.




2.3. CTpyKTYpHO-/IOTiMHA cXeMa OCBITHLO-HAYKOBOT nporpamu (yactuna 1)

I I kype Besoro
1 cemectp 2 cemectp Kp. | %
® Metoaoaoris HayKoOBHX 5 MeTo/10J10Tis HAYKOBHX ?
. . . . . . .
- Aocipkensb y KibepOesneni JloCJJKeHb y K10epOesneli
s 4 . . I . .
5 Teoperuuni ta npakruuni [eopernuni ta npakTuuni
& § MPOOJIEMH TEXHIUHOTO 2 MpodJIeMH TEXHIYHOTO “
T . tee . res
= 3axXUCTy IH(opmaii 3aXMCTY 1H(popMallii
= 'H Cyuacui MmeTo/11 ynpasiiHHs Cyy4acHi METO/IM yrpaniiiHHs
S 5 iHdopmaniiinoo ta 2 inopmaniinoo Ta 2
2 Kibepdesnekoio kibepOesnexoio
=)
5 Bevoeo 6 Bevoeo 6 12 | 20%
= = Mditocodenki npodiemu 3
. :Z z HAYKOBOTO 13HAHHSI
C =9
252 2 OCHOBH HaYKOBHX
% =R 5 JIOCIIJKEHb Ta oprafizaiis | 3
oo
3 5@ 2 HAyKH
5S¢
m Bcwvoco 6 Bewvoco 0 6  10%
B [Tarenro3naBcTBo Ta 3 Cydacui METOIM BHKJIQ/IAHHSI 3
£ % = aBTOPCHKE 11PaBo ) Y BHLLIH 1IKOJI
3 T Iz %
g S E = HaykoBo-neaaroriuba
S oS g sl 6
L o= g [TPpaKTHKA
= E
> Bevoco 3 Bevoeo 91 12 | 20%
g 2 Anriiiicbika MOBa HAYKOBOTO 6 AHTIiChbKa MOBA HAYKOBOTO 9
= K
£ 5 CHPSIMYBAHHS CIIPSAMYBAHHSI
=
3 2
C = e
- 2 Bevoco 6 Bevoco 9| 15 | 25%
. Jucyunaina 1 3 Hucyunnina 4 3
5 E g . . = -~
225 Hucyuniina 2 3 Hucyunnina 3 3
= 29 /
=gl ; _
2 S Hucyunnina 3 3
[+2]
Bevoeo 9 Bevoco 6 | 15 | 25%
Bevoco 3a lype 30 30| 60 | 100%




CrpykTypHO-JI0TiuHa cXeMa 0CBITHBLO-HAYKOBOT nporpamu (4acTuma 2)

®inocodenbki npobdiemu
HAayKOBOTO mi3Hanus (3)

!

OCcHOBH HAYKOBUX JIOCII/IKCHD Ta
oprasizaitisi Hayku (3)

h 4

[latenTo3naBcTBO Ta aBTOPCHKE
paso (3)

-

vV V

AHTIIIHCbKA MOBA HAYKOBOT'O
crpsmMyBanHs (6)

CyuacHi MeTOIH BUKJIAJIAHHS Y
BUIIII ko (3)

f

MeTo/1010r18 HAYKOBHX
aociipkeHs y Kibepoesmeni (2)

N

AHIIilcbKa MOBa HAYKOBOTO
crpsimyBanms (9)

!

Teopernuni ta npakruysi
po0GIeMH TEXHIYHOIO 3aXHCTY
indopmarii (2)

N/

Metrononoris naykosux
JocipKeHs y kidepoesmnert (2)

|

WV

!

CyyvacHi METO/IM yIIpaBJiHHs
inopmaniiinoio ta
Kibepbesnexoro (2)

AN

Teopernuni ta npakTHYHI
Ipo0JIeMH TEXHIYHOIO 3aXHCTY
iHdopmautii (2)

!

Jlucuunnina BinsHoro BUGOpY
3)100yRava (3)

Jlucruniina BijibHOro BUGOpy
3100yBayva (3)

Jluenmmutina BisibHOro BUOOpY
3a00yBaya (3)

A 4

Cy4acHi METOJIH YIIpaBRTiHHS
IH(opMalliiHoo Ta
Kibepbesnexoro (2)

|

h 4

HaykoBo-neiarorivuna npakruka

(6)

Jlucuumiina BiikHOro BUbopy
3100yBava (3)

Jucuuniina BiIbHOTO BUOOpY
3100yBava (3)




3. ®opma arecrauii 3100yBayiB BHINOT OCBiTH

—

Dopmu aTecranii
3100yBayiB
BHILLOT OCBITH

Atecraiis  jokropis  ¢inocodii i3 KibepOesneku
3HCHIOETHesT Y opmi nyGiiuHOro 3aXHUCTY JIMCepTaliiHol
poboTH Ha crielianizoBaHii BueHiit pagi mics YCHILIHOTO
CKJIaJIlaHHsI ICIUTIB 1 3a71iKiB OCBITHBOT CKJI1a10BOT IPOrpaMu.

Bumorn no
KBaJi(pikauinnoi
poboTu

Juceprauis  Ha  3100yTTS  HayKoBOro  cryneHs e
KBa(ikaLiiiHOIO HAYKOBOIO NPALEio, BUKOHAHOIO 0COOUCTO
3100yBaueM Yy  BHIJIAAL  CHCLHANbHO  Mi/IrOTOBIEHOIO
pykornucy abo onybuaikoBanoi monorpadii. ITiarorosnena 1o
3aXMCTY JIMCepTallisl IOBUHHA MICTHTH BUCYHYTI 3/100yBadeM
HayKOBO OOIPYHTOBaHI TeopeTudHi abo eKkcrepuMeHTabHi
pe3yabTaTH a TaKOXk XapaKTepU3yBaTHCS €IHICTIO 3MICTY |
CBIAYHMTH PO 0OCOBHCTHIT BHECOK 3/100yBada B HayKy y ramysi
iHpopmauiiinoi  Ta  kiGepOesneku. PoGora Mae GyTw
rnepesipeHa Ha ruiariat Bianosiano 1o «Kojekey akameMignot
A00poyecHOCTI JlepxasHoro YHIBEPCUTETY
TeJIEKOMYHIKaL[ii» TAa ONPUIIIOJHEHA Yy  pero3urapii
YHiBepcurery.




4. MaTpuusi BiANOBIAHOCTI 1POrpaMHUX KOMIETEHTHOCTEI KOMIIOHEHTAM
OCBITHBLO-HAYKOBOI NPOrpaMu

S8 =/8 3 8 8 s
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S. Matpuus 3aGe3neuenns nporpamunx pe3yiabTaTiB HABYAHHS
BIANOBIAHHMH KOMIOHeHTaAMM OCBITHLO-HAYKOBOI Nporpamu

OK11.1.1.01

OKI11.1.1.02

OKI11.1.1.03

OK11.1.2.01

OK11.1.2.02

OKI11.1.3.01

OK11.1.3.02

OK11.1.3.03

OK11.1.4.01

IPH 1

I1PH 2

IPH 3

ITPH 4

[MPH 5

IIPH 6

ITPH 7

IPH 8

IMPH 9

ITPH 10

IHPH 11

IPH 12

ITPH 13

IPH 14

IIPH 15

IPH 16

IHPH 17

IMPH 18

ITPH 19

TPH 20

IIPH 21

11PH 22

[1PH 23

IPH 24

ITPH 25

IPH 26

I1PH 27

INPH 28

MPH 29

ITPH 30

[1PH 31

| IIPH 32

lapauT ocBiTHb0-HayKOBOT IpOrpamu
HAupexrop HapuaibHO-HAYKOBOrO IHCTUTYTY 3aXHCTY IH(opmallii
HepikaBHoro yHiBepeuTeTy TesieKoMyHikaiiii

JIOKTOp TeXHIYHHX HayK, npodecop

B.A. CaBuenko



