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CYYACHI 3AT'PO3H1 IHPOPMAIIIMHOI BE3IEKU
TA 3ACOBY 3AXMUCTY BIJI HUX

YKpaiHa 3auHANa 5 micue y CBITOBOMY PEUTUHTY 3 PU3UKY
3iITKHEHHA 3 Beb-3arpo3amu.

3a TpeTin kBapTan 2015 pokKy TpetnHa (33,7%)
KOPUCTYBaA4iB aHTUBIPYCHOrO NMPoAyKTY 3iTKHYACh i3
3arpo3amm, AKi Po3noBCIOAXKYETbCA Yepes IHTepHeT.

BiacyTHiICTb OHOB/IEHHA NPOrpamHoro 3abesnevyeHHs Ta
BUKOPUCTAHHA NiPAaTCbKMX Nporpam.

bina 17% 3apakeHb 6yn0 34iMCHEHO Ha KOPUCTYBAYiB
3acTtapinoi Windows XP.




CYYACHI 3AT'PO3H1 IHPOPMAIIIMHOI BE3IEKU
TA 3ACOBY 3AXMUCTY BIJI HUX

Po3noBcloaKeHi metoau, AKi BUKOPUCTOBYIOTb 3/1I0BMUCHUKMU

LUndpyBanbHi nporpamm, AaKki 6A0OKyOTb A0CTYN A0 CUCTEMMU,
wndpytoum danam, 4oCTyn A0 AKUX HE MOXKInBUM be3
cneuianbHOro KAKuYa, 3a AKMM Tpeba 3annatmuTu.

CoujianbHa iHKeHepia (3aBAAKM CoLia/IbHUM MEPEXKaM,
GilLMHIOBUM Ta 3/J0BMUCHUM CaiTamM PO3MOBCIOAXKYIOTb
nporpamm, AKi MoxKyTb byt HebesneyHnmum).

...[1OCMpaxoamu Mmoxce He MinbKu Kopucmyeay ocobucmo,
a i KOMNAHIA, NPayieHUKOM SKoi 8iH €!




CYYACHI 3AT'PO3H1 IHPOPMAIIIMHOI BE3IEKU
TA 3ACOBY 3AXMUCTY BIJI HUX

CratuctnuHa iHpopmauia kKomnaHii «Microsoft»

243 AHi aTaKylouYnMM 3HAaXOAUTLCA B MepeXXi KOMnaHii, 40 Toro
AK Moro byae BMABNEHO;

76% BOANNX aTaK Ha MepPerKy 34iNCHIOETbCA Yepe3 3/1aMaHi
06niKoBi 3anNnUCcK KOPUCTYBaYIB;

500 mnpAa, S cTaHOBUTb MaTepiaibHUM 36UTOK Big,
Kibep3/104MHHNLTBA B CBITI;

3,5 MJIH S CTaHOBUTbL cepeaHin 36UTOK Bia 310MYy ANA
KOMRNaHil. { 4 J




CYYACHI 3AT'PO3H1 IHPOPMAIIIMHOI BE3IEKU
TA 3ACOBY 3AXMUCTY BIJI HUX

3a iHpopmauiero MBC YKpaiHu

Jlnwe 3a 8 micauyis 2015 poKy NpaBOOXOPOHHUMU OpraHamm
YKpaiHu BxKe byno 3adikcoBaHo noHaa, 20 TUC. HE3aKOHHUX
onepauin 3 NAATIXKHUMU KapTKamn Pi3nYHMX 0cCib, AKi
CMPUYNHUAU 30UTKM Ha cymy 611M3bKO 500 MAH rpH.

Ona oTpmaHHA iHbopmau,ii Npo 6aHKIBCbKi paxyHKU 3104MNHL
MAYTb Ha AyXe A0pPOri i BUTPATHI 3axoaMm.

...30 OCMAaHHIi 080 poKu 808i4i binbwe gaxisyie pizHUxX
KOMMAHil nepwoyep2oa8y yeazy npudinaomes NUMAHHIO
iHbopmauyiliHoi be3neKu.




CYYACHI 3AI'PO3U IH®OPMALIIMHOI BE3IEKHU

TA 3ACOBU 3AXUCTY BIJ1 HUX
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CTpyKTYpHa cxema 310My 6e3npoBOA0BUX MPUHTEPIB 3 BUKOPUCTAHHAM
MObinbHOro Tenedony, Wo 3aKkpinieHnin Ha be3ninoTHoMy niTaro4omy 3acobi [ 5 J




CYYACHI 3AT'PO3H1 IHPOPMAIIIMHOI BE3IEKU
TA 3ACOBY 3AXMUCTY BIJI HUX

MporpamHo-anapartHi 3acobu, Wo NpuxoaaTb Ha 4oNomory
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NGFW (Next Generation Firewall — mepeeBi eKpaHM HOBOro NOKOAiIHHA), 3aBAAKN AKUM
MONMBO 0OMeKUTK TpadiK NO KaTeropism Ta BiACNiAKOBYBATU NOBEAIHKY KOPUCTYBaYiB,
HaZaTh A0CTYyN HeObXiAHMM NPUCTPOAM A0 NEBHUX CaMUTIB, palniB, NPOrpam Ta OLIHUTK ( 7 }

MOXJIUBI PU3UKM Bif, HUX.




B LUOPOBOM
MMUPE

UnmocTpupoBaHHbie COBETbL OT
«JlabopaTopuu Kacnepckoro»




3HAHUS — OCHOBA 3AlLUTbLI OT KUBEPYIPO3




BAOIU BEAYWUX AHTUBUPYCHbIX KOMIMAHUA — OT AUYHBIA UCTOYHUK
MHPOPMALMKN O HOBLIX YITPO3AX




AEAUTECE NMOAYHYEHHBIMU 3HAHUSMU C POAHBIMU



NOAEAUTECE C AETBMU 3HAHUIAMU O KUBEPMUPE



HE OCTABASWUTE CBOM NMOYTOBLIN AAPEC B NYBAUYHbIX MECTAX,
ECAM HE XOTUTE CTATb MULWIEHBIO CMTAMEPOB




. BHUMATEABHO U3YYUTE OPULUMNAABHOE NUCbMO,
MPEXAE YEM CAEAOBATb HAMMMCAHHOW B HEM MHCTPYKUUMU



HE OTKPbIBAUTE COMHUTEABHBIE BAOXEHUS






CMAM-PACCBIAKA — MAOXOW UCTOYHUK NMPEAAOXEHUN O PABOTE



KPAXA AVUYHBIX AAHHbIX MPUBOAMUT K KPAMHE HEMPUATHBLIM NMOCAEACTBUSIM






SAWMNTUTE PEBEHKA MNMPU NMNOMOWKN POAUTEABCKOIO KOHTPOA4A
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UCMOABb3YWUTE TBOPYECKUM MOAXOA K CO3AAHUIO MAPOAEMN...



.1 AEAANTE UX MO-HACTOSWEMY CAOXHbIMU
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UCMOAB3YNUTE MEHEAXEP AAS CO3AAHUS U XPAHEHUS MAPOAEN
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KOMUIO LUEHHbIX AAHHle MOXHO PASBMECTUTb B Y AAAEHHOM XPAHUAMULUIE...
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..TOFAA BALWM PANAbI MEPEXUBYT MO"EYEO KATACTPO®PY



AOBABASUTE B APY3bd TEX, KOO 3HAETE AUYHO



OMACAWUTECb COBAA3HUTEABHbIX UHTEPHET-KPACABMUL,...




...xA W UHTEPHET-KPACABL bl HE BCET AA OINPABABIBAIOT OXUAAHUA




POAUTEABCKUA KOHTPOAb 3AWMUWAET OT HEXEAATEABHOI O OBLLEHUS



YEKWH B KAPE COOBUWMNT BAWE MECTOMNOAOXEHUE HE TOABKO APY3bSM




HE CTOUT BbIKAAABIBATE B CETb POTOINPAPUU AUYHBIX AOKYMEHTOB...






3AO0YMBIWAEHHUKN TOTOBbI KPACTb AAXE BHYTPUUITPOBOE UMYLECTBO



BHUMATEABHO POPMUPYWUTE NOUCKOBBLIE 3AMPOCHI



OBPALWAATE BHUMAHUE HA AAPEC CANTA



HE AOBEPSVUTE COOBLLEHNSM CAUTOB O 3APAXEHUN KOMIMBIOTEPA



BEAHHEPOPE3KA U3BABUT OT OIACHbLIX COBEAA3HOB

wioK!! |




MOCELWANTE TOABKO MOMYASPHBIE, MPOBEPEHHbIE HHTEPHET—MAFA?ﬁHbI...



..MMEIOWMHUE CEPTUPUKATBI BE3OIMACHOCTH



W HE BABYABTE YTOUYHUTE BO3MOXHOCTb AOCTABKU U EE CTOUMOCTDb



AOCTYN K BALEW BAHKOBCKOW KAPTE OBECIMEYUT PEBEHKY
BECEAbIV WOMUHI




TOPPEHT-TPEKEP —KAAAE3b MOAE3HON UHPOPMALUM...
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.. BPEAOHOCHBIX MPOrPAMM



CAEAAAU AEAO — OYUCTUTE KYKU!



|. PACIPULLAXA!
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MPUBATHBIA PEXUM BPAY3EPA CKPOET 3AIPOCbI
N UCTOPUIO NOCELWEHUS



LA

MPM PABOTE C YYXMM KOMMbIOTEPOM =
UCMOAL3YWTE MUHUMYM AUHHON MHPOPMALIMM... S——
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KOMMBIOTEPLI MOTYT BbITb 3APAXEHbI = S——




OBUWECTBEHHbI WI-FI — BCE PABHO YTO OBLECTBEHHbIN BACCEWH




CKA“IHBAHTE NMPOrPAMMBI TOABKO C CAIZfA NMPOU3BOAUTEAA...



[ I - T — I )
%I_ SECLIQYTQON @l

e o I I |

4

743

..M HE 3ABbIBAUTE UX OBHOBASTb!
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BO BPEMS YCTAHOBKU MNPUAOXEHUA
BHUMATEABHO U3YYUTE AOMNOAHUTEABHBIE ONMUUN UHCTAAASTOPA...



...YCTAHOBKY AOMOAHUTEAbHBIX MOAYAEW AYYLIE CPA3Y OTMEHUTb



YUTAUTE AULEH3UOHHBLIE COI AALLWEHUS, BKAIOYAS NPUMEYAHMUS
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AHTUBUPYC — BALWU APYT!
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HE AOBEPSUTE 3ABOTY O APYFE HE3HAKOMbIM «KOMIbIOTEPLUKAM»



KOMIMAEKCHOE 3AUWMWTHOE PEWEHUE
U3BABUT BAC OT AIOBbIX HEXEAATEABHbIX TOCTEN




SAWMUTY PABOYEIO MECTA OBECIMEYUT CUCTEMHbI AAMUHUCTPATOP




MOKUAAS PABOYEE MECTO, BAOKUPYUTE KOMIMbLIOTEP



HEHY XHbIE AOKYMEHTbl CKAPMAUBAWUTE LIPEAEPY



«PYTOBAHHbIW» CMAPT®POH YS93BUM AAS 3AOBPEAOB
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MPEXAE YEM YCTAHOBUTb MOBUABHOE NMPUAOXEHUE,
BHUMATEAbHO U3YYUTE CMUCOK PA3PELLIEHUIA



BECMAATHBIE MOBUABHBIE NMPUAOXEHUS e
MOryYT COBEPWATb MNOKYIKHU



HE CTOUT KAUKATbE NO HE3BHAKOMBIM CCBIAKAM B SMS




HE 3ABYADBLTE NMPO 3AWMUTY AETCKUX MOBUABHbBIX YCTPOWUCTB



NMOBTOPUTE
BBOA,

UCMOABb3YWUTE ABTOPU3AUMUIO MO OTMNEYATKY MAAbUA
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MOAKAIOYUTE YCAYTY SMS-YBEAOMAEHUN OB OMEPAUMSX MO KAPTE




UCNOAB3YUTE ABYXPAKTOPHYIO AYTEHTUPUKALMIO




HE3AUWMULWEHHbIN BAHKOMAT MOXET CTATb OPY AMEM KUBEPMPECTYIMHUKOB



CAMBbIY BE3OIMACHbIN BAHKOMAT — B OTAEAEHUU BAHKA




MEPEAAYA AAHHBIX MO NFC MOXET BbiTb UCTTOAB30BAHA
AAS 3ATPY3KU 3AOBPEAA



MCNOABL3YUTE MOAYAb KOHTPOAS YYETHbLIX 3AMUCEN






HE OCTABASUTE PEBEHKA HAEAUHE C KOMIMbIOTEPOM




KCTATU, AHTUBUPYC HYXEH HE TOABKO WINDOWS-INOAb30OBATEASM




OTKAIOHYUTE ABTO3AINYCK PAEWEK




M3BAEKAWUTE YCTPOUCTBA BE3OIMACHO




BEBE-KAMEPA MOXET UCMNOAb30OBATbLCH AAS LUMUOHAXA
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COTPY AHUK TEXI'IOAAEPX-(KH WINDOWS — ;__\
MonyAsPHbI Y MOLWEHHUKOB OBPA3



Ecnv Bbl BHUMATENBHO NPOYMTANN HALLM COBETbI, 3HAYUT, Bbl
npenynpexXxaeHsl 1 MoXeTe BCTpevaTb MHOOPMALMOHHbIE
Yrpo3bl INLOM K LY U C NOAHATbIM 3abpasom. Ho ansg
NONHOW YBEPEHHOCTU B COOCTBEHHOM 6€30MaCcHOCTM CTOUT
CTaTb elle U BOOPYXXEHHbLIM, YCTAaHOBMB aHTUBUPYCHOE
nporpaMmmMHoe obecneyeHne — Hanpmmep, Haw Kaspersky
Total Security, NpoO6HY BEPCUIO KOTOPOrO MOXHO 3arpy-
3UTb CO CTPaHuubl https://survival.kaspersky.ru

NHbOopMaLMIO O HOBbIX MOLLIEHHNYECKMX PACCHIIKAX, aKTy-
aNbHbIX onepaumax KMb6epnpecTynHNUKOB, MecTax obuTa-
HNS BUPYCOB M BbiMaca TPOSHCKMX KOHEN ULLMTE B HaLLeM
6nore https://blog.kaspersky.ru




CYYACHI 3AT'PO3H1 IHPOPMAIIIMHOI BE3IEKU
TA 3ACOBY 3AXMUCTY BIJI HUX

OAKYIO 3A YBATY! =)

[lnamoHeHKo Apmem Baoumosuy
acnipaHm, acucmeHm

Kagedpu Cucmem 3axucmy iHgpopmauii
AYT
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